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GENERAL SERVICES ADIMINISTRATION 
Federal Supply Service 

Authorized Federal Supply Schedule Pricelist 
 

On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to 
create an electronic delivery order are available through GSA Advantage!, a menu-driven database system. 
The INTERNET address for GSA Advantage! is: GSAAdvantage.gov. 

 
General Purpose Commercial Information Technology 

Equipment, Software and Services 
 

SIN 518210C Cloud and Cloud-Related IT Professional Services – Subject to Cooperative Purchasing 
 

Cloud Service Products (i.e. SaaS, etc.) include commercially available cloud computing services such as 
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) and 
emerging cloud services. The Cloud SIN is open to all deployment models (private, public, community hybrid). 

 

Cloud-Related IT Professional Services include only IT professional services related to assessing cloud 
solutions, preparing for cloud solutions, refactoring workloads for cloud solutions, migrating legacy or other 
systems to cloud solutions, developing new applications in the cloud, and providing management and/or 
governance of cloud solutions. Contractors may propose other types of relevant professional services as long 
as they are specifically designed to work within and/or support the types of cloud products described in SIN 
518210C. 

 
Cloud-Related IT Professional Services excludes IT professional services within the scope of SIN 54151HACS 
Highly Adaptive Cybersecurity Services (HACS) and non-Cloud oriented IT Professional Services available 
within SIN 54151S. 

 

NOTE: Please see the additional terms and conditions applicable to this Special Item Number (SIN) found in a 
separate attachment to the Solicitation. These terms and conditions do not contain specific and negotiated 
contractual language for this SIN. The Schedule contractor may have submitted additional information to 
complete the "fill-in" to the terms and conditions. The ordering activities shall request the Schedule contractors 
to submit these additional contract terms and conditions for this applicable SIN when responding to an order. 

 

Ordering activities may request from Schedule contractors their awarded Commercial Supplier Agreements 
(CSAs)/End User License Agreements (EULAs) or Terms of Service (TOS) Agreements, which will assist the 
ordering activities with reviewing the terms and conditions and additional products and services and prices 
which, may be included. 

 
NOTE: Any non-professional labor category must be incidental to and used solely to support Cloud Computing 
and/or IT professional services, and cannot be purchased separately. Further, non-professional labor 
categories shall be offered under SIN 132-100 only. 

 
FSC/PSC Class D305 IT AND TELECOM - TELEPROCESSING, TIMESHARE, AND CLOUD COMPUTING 

• Cloud Computing Services 
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SIN 54151HACS    Highly Adaptive Cybersecurity Services (HACS) – Subject to Cooperative Purchasing 
 

Includes proactive and reactive cybersecurity services that improve the customer s enterprise-level security 
posture. 

 
The scope of this category encompasses a wide range of fields that include, but are not limited to, Risk 
Management Framework (RMF) services, information assurance (IA), virus detection, network management, 
situational awareness and incident response, secure web hosting, and backup and security services. 

 
The seven-step RMF includes preparation, information security categorization; control selection, 
implementation, and assessment; system and common control authorizations; and continuous monitoring. 
RMF activities may also include Information Security Continuous Monitoring Assessment (ISCMA) which 
evaluate organization-wide ISCM implementations, and also Federal Incident Response Evaluations (FIREs), 
which assess an organization s incident management functions. 

 
The scope of this category also includes Security Operations Center (SOC) services. The SOC scope includes 
services such as: 24x7x365 monitoring and analysis, traffic analysis, incident response and coordination, 
penetration testing, anti-virus management, intrusion detection and prevention, and information sharing. 

 

HACS vendors are able to identify and protect a customer’s information resources, detect and respond to 
cybersecurity events or incidents, and recover capabilities or services impaired by any incidents that emerge. 

 
Sub-categories: 

 

Risk and Vulnerability Assessment (RVA) assesses threats and vulnerabilities, determines deviations from 
acceptable configurations, enterprise or local policy, assesses the level of risk, and develops and/or 
recommends appropriate mitigation countermeasures in operational and non-operational situations. The 
services offered in the RVA sub-category include Network Mapping, Vulnerability Scanning, Phishing 
Assessment, Wireless Assessment, Web Application Assessment, Operating System Security Assessment 
(OSSA), Database Assessment, and Penetration Testing. 

 
Penetration Testing is security testing in which assessors mimic real-world attacks to identify methods for 
circumventing the security features of an application, system, or network. 

 
NOTE: This solicitation is not intended to solicit for the reselling of IT Cybersecurity Services; the services 
must be performed by the offeror. 

 
NOTE: All non-professional labor categories must be incidental to, and used solely to support Highly Adaptive 
Cybersecurity Services, and cannot be purchased separately. Further, non-professional labor categories shall 
be offered under SIN 132 100 only. 

 

NOTE: All professional labor categories under the Special Item Number 54151S Information Technology 
Professional Services may remain under SIN 54151S unless the labor categories are specific to the Highly 
Adaptive Cybersecurity Services SINs. 

 
NOTE: Please see the additional terms and conditions applicable to this Special Item Number (SIN) found in a 
separate attachment to the Solicitation. These terms and conditions do not contain specific and negotiated 
contractual language for this SIN. The Schedule contractor may have submitted additional information to 
complete the "fill-in" to the terms and conditions. The ordering activities shall request the Schedule contractors 
to submit these additional contract terms and conditions for this applicable SIN when responding to an order. 

 
 

FSC/PSC Class D310 IT AND TELECOM- CYBER SECURITY AND DATA BACKUP 
• Cyber Security and Data Backup 



 
 

Page 3 of 127 

 

 

 

 
SIN 54151S Information Technology Professional Services - Subject to Cooperative Purchasing 

 
Includes resources and facilities management, database planning and design, systems analysis and design, 
network services, programming, conversion and implementation support, network services project 
management, data/records management, and other services relevant to 29CFR541.400. 

 
Excludes professional services within the scope of SIN 54151HACS Highly Adaptive Cybersecurity Services. 

 
NOTE: Please see the additional terms and conditions applicable to this Special Item Number (SIN) found in a 
separate attachment to the Solicitation. These terms and conditions do not contain specific and negotiated 
contractual language for this SIN. The Schedule contractor may have submitted additional information to 
complete the "fill-in" to the terms and conditions. The ordering activities shall request the Schedule contractors 
to submit these additional contract terms and conditions for this applicable SIN when responding to an order. 

 
Ordering activities may request from Schedule contractors their awarded End User License Agreements 
(EULAs) or Terms of Service (TOS) Agreements, which will assist the ordering activities with reviewing the 
terms and conditions and additional products and services and prices which, may be included. 

 
This SIN is for Information Technology Professional Services only. Software and hardware products are out of 
scope. 

 

Note 1: All non-professional labor categories must be incidental to and used solely to support hardware, 
software and/or professional services, and cannot be purchased separately. 

 
Note 2: Offerors and Agencies are advised that the Group 70 Information Technology Schedule is not to be 
used as a means to procure services which properly fall under the Brooks Act. These services include, but are 
not limited to, architectural, engineering, mapping, cartographic production, remote sensing, geographic 
information systems, and related services. FAR 36.6 distinguishes between mapping services of an A/E nature 
and mapping services which are not connected nor incidental to the traditionally accepted A/E Services. 

 
Note 3: This solicitation is not intended to solicit for the reselling of IT Professional Services, except for the 
provision of implementation, maintenance, integration, or training services in direct support of, and in 
conjunction with the purchase of a product. Under such circumstances the services must be performed by the 
publisher or manufacturer or one of their authorized agents. 

 
FSC/PSC Class D308 IT AND TELECOM- PROGRAMMING 

• Programming Services 
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Schedule Contract Number 
47QTCA19D0075 

 
For more information on ordering from Federal Supply Schedules, click on the FSS Schedules button at 

fss.gsa.gov. 
 

Contract Period: March 12, 2019 through March 11, 2024 

Contract current through: Modification PS-0002 effective January 31, 2020  

Softthink Solutions, Inc. 
215 Depot Court SE 

Suite 205 
Leesburg VA 20175-3017 

 
Phone: 703-463-9465 

Facsimile: 703-738-7447 
www.softthink.com 

 

Contractor Point of Contact for Contract Administration 
Srinivas Vutukuri 
Vice President 

Softthink Solutions, Inc. 
215 Depot Court SE, Suite 205 

Leesburg VA 20175-3017 
703-568-2079 (telephone) 
703-738-7447 (facsimile) 

srini@softthink.com 
 

Small Business 
 
 
 

Corporate Overview: 

Softthink Solutions (STSI) is an emerging, innovative IT services partner who provides end- 
to-end project solutions and premium class services in Business Intelligence, Artificial 

Intelligence, Data Integration, Cybersecurity, Cloud Services and Application 
Development. Located just outside Washington D.C., Softthink is uniquely positioned with a 

highly skilled team of professionals who come equipped with a wide array of skillsets to 
address client technical needs. 

http://www.softthink.com/
mailto:srini@softthink.com
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Contract Information 
 

1a. Table of awarded Special Item Numbers: 

 SIN 54151S  Information Technology Professional Services 

 SIN 54151HACS Highly Adaptive Cybersecurity Services (HACS) 

 SIN 518210C  Cloud and Cloud-Related IT Professional Services 
 
 

1b. Identification of lowest priced model number and corresponding price for each awarded Special 
Item Number: 

 

Special Item Number Labor Category GSA Price with IFF 
518210C Cloud Data Analyst I $43.89 per hour 

54151HACS Cybersecurity Engineer I $48.88 per hour 
54151S Project Coordinator I $40.90 per hour 

 

1c. Identification of IT Services and Hourly Rates: 
 

Special Item Number 518210C  See pages 7 through 33 
Special Item Number 54151HACS See pages 33 through 60 
Special Item Number 54151S  See pages 60 through 95 

  
2. Maximum Order: $500,000 

 
3. Minimum Order: $100 

 
4. Geographic Coverage: Worldwide 

 

5. Point of Production: Leesburg, VA USA 

 
6. Discount from List Price or Statement of Net Price: 

 
The GSA Net Prices published on the GSA Advantage website reflect the fully burdened price. The negotiated 
discount has been applied and the Industrial Funding Fee has been added. 

 
7. Quantity Discount: None 

 
8. Prompt Payment Terms: Net 30 days 

 
Note: Prompt Payment terms cannot be negotiated out of the contractual agreement in exchange for other 
concessions. 

 

9a. Government Purchase Card: 

 
Government purchase cards are accepted for purchases at or below the micro-purchase threshold. 

Government purchase cards are not accepted for purchases above the micro-purchase threshold. 

10. Foreign Item: Not Applicable 

 
11a. Time of Delivery: As negotiated with the Ordering Activity before award of the Delivery or Task Order. 

 
11b. Expedited Delivery: As negotiated with the Ordering Activity before award of the Delivery or Task Order. 
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11c. Overnight and 2-day Delivery: As negotiated with the Ordering Activity before award of the Delivery or 
Task Order. 

 
11d. Urgent Requirements: 

 
Ordering Activities can contact the Contractor’s Representative for the purpose of requesting accelerated 
delivery to meet urgent requirements. 

12. F.O.B. Point: Destination 

13a. Ordering Address: 

Srinivas Vutukuri 

Vice President 
Softthink Solutions, Inc. 
215 Depot Court SE, Suite 205 
Leesburg VA 20175-3017 
703-568-2079 (telephone) 
703-738-7447 (facsimile) 
srini@softthink.com 

 

13b. Ordering Procedures: 

 
For supplies and services, the ordering procedures and information on Blanket Purchase Agreements (BPA’s) 
are found in Federal Acquisition Regulation 8.405-3. 

14. Payment Address: 

Srinivas Vutukuri 
Vice President 
Softthink Solutions, Inc. 
560 Herndon Parkway #100A 
Herndon VA 20170 
703-463-9465 (telephone) 
703-738-7447 (facsimile) 
srini@softthink.com 

 

15. Warranty Provision: 
 

The IT Services shall be completed in a good and workmanlike manner. 
 

16. Export Packing Charges: Not Applicable. 

 
17. Terms and conditions of Government purchase card acceptance: 

Please contact the Schedule Contractor for applicable terms and conditions. 

18. Terms and conditions of Rental, Maintenance, and Repair: Not Applicable. 
 

19. Terms and conditions of Installation: Not Applicable. 
 
 

20. Terms and conditions of Repair Parts indicating date of parts price lists and any discounts from 
list prices: 

mailto:srini@softthink.com
mailto:srini@softthink.com
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Not Applicable. 
 

20a. Terms and conditions for any other Service: Not Applicable. 

 
21. List of Service and Distribution Points: Not Applicable. 

 
22. List of Participating Dealer: Not Applicable. 

 
23. Preventative Maintenance: Not Applicable. 

 
24a. Special Attributes such as Environmental Attributes (E.G., Recycled Content, Energy Efficiency, 
and/or Reduced Pollutants): 

 
Not Applicable. 

 
24b. Section 508 Compliance Information: 

 
Section 508 compliance information on the supplies and services in this contract are available in Electronic 
and Information Technology (EIT). The EIT standard can be found at: http:www.Section508.gov/. 

 

25. Data Universal Number System (DUNS) Number: 023 923 617 
 

26. Notification regarding registration in System for Award Management (SAM) database: 

Contractor has a current registration in SAM. 

27. DESCRIPTION OF IT SERVICES and APPROVED HOURLY RATES – BY SIN 

 

SPECIAL ITEM NUMBER 
518210C 

CLOUD-RELATED IT PROFESSIONAL SERVICES 

AWS Cloud Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The AWS Cloud Engineer works with other developers to plan project sprints  
and deliver solutions for business requirements (user stories). Must have experience with various cloud 
platforms such as AWS, Azure and Google Cloud. Develops applications using OOD methodology, Java,  
XML, J2EE (JMS, Servlet, JDBC) and open source frameworks such as Spring and Hibernate. Optimizes the 
code on services like SOAP & REST API’s, Security/SSO for better performance and connectivity to interact 
third party services. Develops web-based User Interfaces Using HTML/CSS, CSS3, JQuery, cross-browser 
compatibility, Web User Interface Design (UI), Java Script, JSF2, PrimFaces, BootFaces and API’s with 
maintaining 508 compliance. Involved in coding and unit testing of application and Root Cause Analysis for 
different environment Issues with help of tools such as IBM RTC, watchers and debuggers. Works on full life 
cycle of application/system development and use dynamic analysis tools and static code to identify and reduce 
security vulnerabilities and coordinates with database team to optimize the performance and fix database 
migration issues. Involved in developing, enhancing, deploying, monitoring and logging of the application on 
different servers like RedHat JBOSS, cloud servers i.e. AWS for better support. Must be knowledgeable of a 
variety of the field's concepts, practices, and procedures. Expertise in Windows operating systems. Expertise 
in network architecture, including load-balancing, DNS, BGP, IPSec, VPNs, and active-active/multi-homed data 
centers. Expertise in security best practices and use of firewalls, IPS/IDS, encryption, and incident 

http://www.section508.gov/
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response. Experienced in AWS CloudFormation, AWS EC2, VPC, ELB, CloudWatch, Redshift, S3 and similar 
technologies. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and AWS Certified 
Associate 

8 years 

Associate’s Degree and AWS Certified Associate 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 
 

AWS Cloud Linux Engineer 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The AWS Cloud Linux Engineer installs and monitors Unix/Linux open-source 
operating systems and caters to the client’s needs in this environment. Must have experience with Linux in  
the context of cloud platforms such as AWS, Azure and Google Cloud. Understands how the hardware of 
Linux OS works and is knowledgeable about Storage Area Networks (SAN) servers. Resolves user issues, 
addresses change management requests, and identifies potential issues by implementing protective 
measures. Automates work procedures by collaborating with others in the IT department. Knowledge of cloud 
computing and open source application suites, such as WordPress or Drupal. Must be knowledgeable of a 
variety of the field's concepts, practices, and procedures. Experience with Red Hat/CentOS Enterprise Linux 
and/or Amazon Linux. Experience with AWS base services such as EC2, S3, VPC, IAM and CloudWatch. 
Experience with AWS CloudFormation, Ansible and/or similar automation tools. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and AWS Certified 
Associate 

8 years 

Associate’s Degree and AWS Certified Associate 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 
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Cloud B2B IT Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud B2B IT Engineer consults with the team to configure and maintain 
cloud file transfer solutions. Must have experience developing for various cloud platforms such as AWS,  
Azure and Google Cloud. Collaborate with the groups when necessary to troubleshoot issue. Coordinate with 
external partners to establish B2B file transfer. Provide documentation of requirements, connection 
configurations, test plans etc. Analyzes and provides problem solutions for complex technical issues. 
Identifies potential improvements to increase the reliability, availability, supportability and performance of the 
file transfer infrastructure. Troubleshoots servers, load balancers and firewalls. Working experience with 
Connect Direct and Synchrony Gateway Interchange. Working with different shells, maintaining and creating 
Unix shell scripts. Strong written, verbal, analytical and organizational skills. Ability to multitask and provide 
expertise for multiple teams across concurrent project tasks. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification in 
Linux Administrator or AWS Certified Associate 

8 years 

Associate’s Degree and Certification in Linux 
Administrator or AWS Certified associate 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Business Intelligence Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Cloud Business Intelligence Engineer I gathers, analyzes and shares data 
to help business teams drive improvement in key business metrics, customer experience and business results. 
Must have experience with various cloud platforms such as AWS, Azure and Google Cloud. Design, develop 
and tests BI solutions utilizing Tableau, SAP Business Objects by creating dashboards on cloud platforms. 
Implements user access controls and data security measures while users are connecting to the cloud platform. 
Maintains documentation of processes, reports, applications, and procedures. Must be knowledgeable of a 
variety of the field's concepts, practices, and procedures and good understanding of Cloud platforms. In depth 
knowledge of Oracle SQL Server, Tableau, SAS, Microsoft Power B.I. Tool and SQL Programming deployed  
on cloud. Engineer must be competent in analyzing business models, able to transform multiple data sources 
within system using business intelligence principles. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified 

professional from SAP or Tableau or 
MicroStrategy 

 

4 years 

Associate Degree and Certified professional from 
SAP or Tableau or MicroStrategy 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Business Intelligence Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Business Intelligence Engineer II gathers, analyzes and shares data 

to help business teams drive improvement in key business metrics, customer experience and business results. 
Must have experience developing for various cloud platforms such as AWS, Azure and Google Cloud. 
Design, develop and tests BI solutions utilizing Tableau, SAP Business Objects by creating dashboards. 
Implements user access controls and data security measures. Maintains documentation of processes,  
reports, applications, and procedures. Must be knowledgeable of a variety of the field's concepts, practices, 
and procedures. In depth knowledge of Oracle SQL Server, Tableau, SAS, Microsoft Power B.I. Tool and SQL 
Programming. Engineer must be competent in analyzing business models, able to transform multiple data 
sources within system using business intelligence principals. Lead update meetings and work with teams to 
get appropriate time lines and provide status updates. May oversee the work of Cloud BI Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified 
professional from SAP or Tableau or 

MicroStrategy 

 

8 years 

Associate’s Degree and Certificate in and 
Certified professional from SAP or Tableau or 

MicroStrategy 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Big Data Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Big Data engineer provides highly technical expertise and guidance 
in the use of database management systems on Azure or AWS or Google Platforms. Must have experience 
managing databases in the context of various cloud platforms such as AWS, Azure and Google Cloud. 
Designs, implements, and maintains databases with respect to access methods and time, device allocation, 
validation checks, file organization, indexing methods, protection and security, documentation, guidelines, and 
statistical methods on Cloud platforms. Establishes procedures for operation of the database and database 
management systems. Collects data elements and prepares database specifications. Develops, maintains, 
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and controls the data dictionary. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures with big data platforms. May include experience with database systems such as Hadoop, Apache 
Spark, Hive, Pig, Kafka along with traditional databases like MS SQL Server, DB2, Sybase, Oracle, and 
Informix on cloud infrastructure. May provide team leadership or consulting support on complex database 
tasks. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification with 
Cloudera or AWS or Horton Developer 

8 years 

Associate’s Degree and Certificate in Certification 
with Cloudera or AWS or Horton Developer 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Build / Release Engineer 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Build/Release Engineer is responsible for overseeing and ensuring 
timely software releases for organizations and may manage the software implementation process from 
development to execution. Must have experience developing on various cloud platforms such as AWS, Azure 
and Google Cloud. Build and release engineers program nightly builds, perform static code analysis, and 
oversee new software version releases. Must be knowledgeable of a variety of the field's concepts, practices, 
and procedures. Strong experience building and troubleshooting issues with Java applications. Good 
knowledge of Linux and Shell, Powershell, Perl or Python scripting. Experience with multi-platform (Unix, 
Windows, etc.) build environments on cloud infrastructure. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
AWS or Azure 

8 years 

Associate’s Degree and Certification from AWS or 
Azure 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 



 
 

Page 12 of 127 

 

 

Cloud Business Intelligence Analyst 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Business Intelligence Analyst provides researching and planning 
solutions for existing problems within the company. Must have experience working with various cloud  
platforms such as AWS, Azure and Google Cloud. Responsible for building OLAP, or online analytical 
processing. They also work with databases, both relational and multidimensional. Interact with industry 
leaders to identify business opportunities. Identifies new reporting techniques, data collection sources and 
constraints of developing business. Develops solutions to respond customer opportunities and issues utilizing 
cloud platforms to increase efficiencies. Maintains reporting system and business intelligence solutions. 
Coordinates ETL processes to retrieve data from Company data sources with on-premise and cloud 
environments. Develops and maintains BI related documents. Provide BI user training on tool usage and 
reporting. Resolve production processing issues and failures for BI tools deployed in cloud platforms. 
Contribute to BI technical design sessions and data modeling efforts. Must be knowledgeable of a variety of 
the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 
SAP or Microstrategy, Tableau or other relevant 

BI vendors 

 

8 years 

Associate’s Degree and Certification from SAP or 
Microstrategy, Tableau or other relevant BI 

vendors 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud IT Business Systems Analyst 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud IT Business Systems Analyst assesses computer infrastructure and 
program needs and determines which upgrades and installations will improve the efficiency in the workplace. 
Must have experience working with various cloud platforms such as AWS, Azure and Google Cloud. Performs 
user acceptance testing of software deliverables. Understands software systems and coding. Defines project 
requirements and identifies milestones. Prepares technical reports by collecting, analyzing and summarizing 
information and communicating the results of efforts to the team. Closely coordinates with programmers to 
ensure proper implementation of program and system specifications. Must be knowledgeable of a variety of   
the field's concepts, practices, and procedures for applications and COTS tools that are deployed in cloud 
platforms. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

AWS or Linux or other IT related Vendors 
8 years 

Associate’s Degree and Certification from AWS or 
Linux or other IT related Vendors 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

Cloud Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Cloud Engineer I is responsible for duties associated with cloud   
computing, including design, planning, management, maintenance and support. Must have experience working 
with various cloud platforms such as AWS, Azure and Google Cloud. Familiar with programming        
languages including Java, Python and Ruby. Involved in architecture and setup monitoring, alerts and 

automated deployments.  Understanding of network, storage, server, and application technologies. Assist 
with test, prototype, and implementation of Cloud based architectures with an emphasis on security and 
monitoring. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
Azure or AWS or Google or other Cloud providers 

4 years 

Associate’s Degree and Certificate from Azure or 
AWS or Google or other Cloud providers 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Engineer II is responsible for duties associated with cloud 
computing, including design, planning, management, maintenance and support. Must have experience 
working with various cloud platforms such as AWS, Azure and Google Cloud. Familiar with programming 
languages including Java, Python and Ruby. Involved in architecture and setup monitoring, alerts and 
automated deployments on to cloud platforms. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. Lead update meetings and work with teams to get appropriate time lines and 
provide status updates. 
May oversee the work of Cloud Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 

Azure or AWS or Google or other Cloud providers 
8 years 

Associate’s Degree and Certificate from Azure or 
AWS or Google or other Cloud providers 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Security Analyst 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Cloud Security Analyst conducts assessments of threats and  
vulnerabilities, determining deviations from acceptable configurations or enterprise or local policy, assessing  
the level of risk, and developing and/or recommending appropriate mitigation countermeasures in operational 
and non-operational situations in support of project activities. Must have experience working with various cloud 
platforms such as AWS, Azure and Google Cloud. Principal Duties and Responsibilities include: Provide 
technical expertise for identification, development and prioritization of cyberspace operations requirements, 
processes, procedures, and Governing directives; Analyze and develop evaluation criteria relative to the 
customer environment established standards and procedures, recommend Risk management framework that 
suits to the customer environment; Test and evaluate cyberspace operational architectures/processes based on 
the changing cyberspace environment; Develop recommended changes for appropriate review, validation, and 
prioritization; Analyze cyberspace TTPs, operating checklists, concept of operations documents, and          
other operating documents to identify areas for improvement. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures in cloud platforms. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

4 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Security Architect 

. 
Minimum Years of Experience: 8 years. 

 

Functional Responsibilities: The Cloud Security Architect provides identification and reporting of detected 
events through persistent monitoring and analysis of I&W and AS&W indicators, dissemination and reporting 
(daily/weekly) of cyber related activity. Must have experience working with various cloud platforms such as 
AWS, Azure and Google Cloud. Principal Duties and Responsibilities include: Identification and management 
of network and system vulnerabilities and security events; receipt, acknowledgement, dissemination, tracking 
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and reporting (daily/weekly) of Vulnerability Management (VM) alerts, vulnerability/risk management, 
vulnerability assessments, red/blue team events, security incidents and VM COP. Maintaining the security 
baseline of sites. Provides security certification test and evaluation of assets, vulnerability management and 
response, security assessments, and provides customer support and guidance. Responds to identified 
network cyber incidents; provides analysis, containment, and eradication of malicious code. Creates and 
disseminates AS&W to enterprise and CND-SP community. Conducts cyber trend analysis. CND/CI 
coordination and reporting to higher headquarters. Provides malware analysis. Tests, implements, deploys, 
maintains, and administers the infrastructure systems which are required to effectively manage the CND-SP 
network and resources (i.e., routers, firewalls, intrusion detection/prevention systems, and other CND tools as 
deployed within customers' enterprise). Support and/or perform global DoD inspections of Special Enclave 
(e.g., JWICS) services to ensure compliance to DoDI 8530 standards. Ensure compliance with DoDI 8530 
GENSER and Special Enclave standards, coordinate with functional leads, and provide inspection services 
across the enterprise on behalf of Special Enclave program manager. Ensure that the architecture and design 
of DoD information systems are functional and secure. As necessary, design and develops IA or IA enabled 
products, interface specifications, and approaches to secure the environment. Assess threats to the 
environment and provides input on the adequacy of security designs and architectures. Participate in risk 
assessment during the Certification and Accreditation process. Must be knowledgeable of a variety of the 
field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Cloud Security Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Cloud Security Engineer I designs and develops security monitoring 
architectures for cloud and test plans in support of project activities. Must have experience working with 
various cloud platforms such as AWS, Azure and Google Cloud. Perform analysis, conduct independent 
validations of assessments, and perform continuous monitoring for authorized Cloud Service Offerings (CSO). 
Support processes and procedures to document the execution of the analysis and validations. Assist the client 
with providing, assessing, and validating Cloud services for federal risk and authorization management 
program (FedRAMP) and work with clients to provide technical oversight and design guidance on their Cloud 
deployments. Provide oversight for the development of Cloud infrastructures across all phases of the systems 
design life cycle, including requirements specification, design, testing, and operational acceptance criteria. 
Implement DevOps technologies to automate and orchestrate secure Cloud deployments. Experience with 
Cloud security assessment methodologies and with hardening multiple operating systems, including Linux and 
Windows. Experience with interpreting vulnerability reports. Experience with vulnerability scanning tools- 
Knowledge of DevOps technologies, including Puppet, Chef, Docker, Terraform, OpenShift, or Ansible. Must 
be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or other cybersecurity product 

relevant certifications 

 

4 years 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

 
Cloud Security Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Security Engineer II designs and develops security monitoring 
architectures for cloud and test plans in support of project activities. Must have experience working with 
various cloud platforms such as AWS, Azure and Google Cloud. Perform analysis, conduct independent 
validations of assessments, and perform continuous monitoring for authorized Cloud Service Offerings (CSO). 
Support processes and procedures to document the execution of the analysis and validations. Assist the client 
with providing, assessing, and validating Cloud services for federal risk and authorization management 
program (FedRAMP) and work with clients to provide technical oversight and design guidance on their Cloud 
deployments. Provide oversight for the development of Cloud infrastructures across all phases of the systems 
design life cycle, including requirements specification, design, testing, and operational acceptance criteria. 
Implement DevOps technologies to automate and orchestrate secure Cloud deployments. Experience with 
Cloud security assessment methodologies and with hardening multiple operating systems, including Linux and 
Windows. Experience with interpreting vulnerability reports. Experience with vulnerability scanning tools- 
Knowledge of DevOps technologies, including Puppet, Chef, Docker, Terraform, OpenShift, or Ansible. Lead 
update meetings and work with teams to get appropriate time lines and provide status updates. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the work of Cloud 
Security Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or other cybersecurity product 

relevant certifications 

 

8 years 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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Cloud Data Analyst I 
 

Minimum Years of Experience: 2 years. 
Functional Responsibilities: The Cloud Data Analyst I supports Information Technology system 
development, data mapping and data architecture implementation. Must have experience working with  
various cloud platforms such as AWS, Azure and Google Cloud. Ensures data integrity and accuracy for key 
customer business processes. Creates reports and data sets for use by management. Identify, improve and 
implement validations, exception management and data synchronization routines for key customer operations 
processes. Automates business processes and provide business process managers with accurate and timely 
data. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

4 years 

Associate’s Degree and Certificate in Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

Cloud Data Analyst II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Data Analyst supports Information Technology system development, 
data mapping and data architecture implementation. Must have experience working with                         
various cloud platforms such as AWS, Azure and Google Cloud. Ensures data integrity and accuracy for key 
customer business processes. Creates reports and data sets for use by management. Supports design and 
conducts quantitative analysis for marketing, and customer acquisition initiatives. Identify, improve and 
implement validations, exception management and data synchronization routines for key customer operations 
processes. Automates business processes and provide business process managers with accurate and timely 
data. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the 
work of Cloud Data Analyst I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Database certification from Oracle, Microsoft or 

other relevant database vendors 

 

8 years 

Associate’s Degree and Certificate in Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

Cloud Data Analyst III 
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Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The Cloud Data Analyst supports Information Technology system 
development, data mapping and data architecture implementation. Must have experience working with  
various cloud platforms such as AWS, Azure and Google Cloud. Ensures data integrity and accuracy for key 
customer business processes. Creates reports and data sets for use by management. Supports design and 
conducts quantitative analysis for marketing, and customer acquisition initiatives. Identify, improve and 
implement validations, exception management and data synchronization routines for key customer operations 
processes. Automates business processes and provide business process managers with accurate and timely 
data. Leads update meetings and work with teams to get appropriate time lines and provide status updates. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the work 
of Cloud Data Analyst I and II. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Certificate in Database certification from Oracle, 

Microsoft or other relevant database vendors 

 

10 years 

Associate’s Degree and Certificate in Certificate in 
Database certification from Oracle, Microsoft or 

other relevant database vendors 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

Cloud Database Administrator I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Cloud Database Administrator I is responsible for activities related to cloud 
database administration. Must have experience working with various cloud platforms such as AWS, Azure   
and Google Cloud. Ensures long-term requirements of database operations and administration are included in 
the overall database planning of the organization. Responsible for the installation, maintenance, configuration, 
and integrity of database software tools like Oracle, Microsoft SQL Server, Postgres, MySQL on cloud 
platforms. Implements database enhancements that will improve the reliability and performance of the system. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

4 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Database Administrator II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Database Administrator II is responsible for activities related to  
cloud database administration. Must have experience working with various cloud platforms such as AWS, 
Azure and Google Cloud. Ensures long-term requirements of database operations and administration are 
included in the overall database planning of the organization. Responsible for the installation, maintenance, 
configuration, and integrity of database software tools like Oracle, Microsoft SQL Server, Postgres, MySQL on 
cloud platforms. Implements database enhancements that will improve the reliability and performance of the 
system. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee 
the work of Cloud Database Administrator I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

8 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Database Administrator III 

Minimum Years of Experience: 6 years. 

Functional Responsibilities: The Cloud Database Administrator III is responsible for activities related to 
cloud database administration. Must have experience working with various cloud platforms such as AWS, 
Azure and Google Cloud. Ensures long-term requirements of database operations and administration are 
included in the overall database planning of the organization. Responsible for the installation, maintenance, 
configuration, and integrity of database software tools like Oracle, Microsoft SQL Server, Postgres, MySQL on 
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cloud platforms. Implements database enhancements that will improve the reliability and performance of the 
system. Leads update meetings and work with teams to get appropriate time lines and provide status 
updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee 
the work of Cloud Database Administrator I and II. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

10 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

Cloud Database Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Cloud Database Engineer I analyzes, compiles requirements, and 

develops database solutions for full-featured cloud database systems and related tools; plans, designs, 
develops and modifies complex databases structures and database administration tools using current 
products and programming languages; collaborates with senior technical and user staff to complete projects. 
Must have experience working with various cloud platforms such as AWS, Azure and Google Cloud. 
Knowledge of database concepts, processes, practices and procedures, concurrency control and transaction 
processing, object oriented and object relational databases, and network concepts, SQL, data modeling tools, 
and advanced database concepts such as replication and parallel operations. Experience with database 
software tools like Oracle, Microsoft SQL Server, Postgres, MySQL on cloud platforms. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

4 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 



Page 21 of 127 

 
 

 

 

Cloud Database Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Database Engineer II analyzes, compiles requirements, and 
develops database solutions for full-featured cloud database systems and related tools; plans, designs, 
develops and modifies complex databases structures and database administration tools using current 
products and programming languages; collaborates with senior technical and user staff to complete projects. 
Must have experience working with various cloud platforms such as AWS, Azure and Google Cloud. 
Functions as a technical expert across multiple database projects. Knowledge of database concepts, 
processes, practices and procedures, concurrency control and transaction processing, object oriented and 
object relational databases, and network concepts, SQL, data modeling tools, and advanced database 
concepts such as replication and parallel operations. Experience with database software tools like Oracle, 
Microsoft SQL Server, Postgres, MySQL on cloud platforms. Lead update meetings and work with teams to 
get appropriate time lines and provide status updates. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. May oversee the work of Cloud Database Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

8 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud DevOps Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud DevOps Engineer implements and manage continuous delivery 
systems and methodologies on AWS or other cloud platforms such as Azure or Google Cloud. Must have 
experience with various cloud platforms such as AWS, Azure and Google Cloud. Work with Tools and 
technologies like Java, J2EE, Sprint, Oracle, PL/SQL, Postgress, Rest API, microservices. Define and deploy 
monitoring, metrics and logging systems on AWS. Implement systems that are highly available, scalable and 
self-healing on the AWS platform. Migrating an existing on-premises application to AWS. Implementing and 
controlling the flow of data to and from AWS. Use AWS CloudFormation and AWS OpsWorks to deploy the 
infrastructure necessary to create development, test and production environments for software development 
projects. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 
AWS or Azure or DevOps relevant certifications 

8 years 

Associate’s Degree and Certification from AWS or 
Azure or DevOps relevant certifications 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud ETL Developer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud ETL Developer is responsible for gathering requirements, design, 
development, testing, maintenance and support of complex data extracts, transforming and loading (ETL) 
programs. Must have experience working with various cloud platforms such as AWS, Azure and Google 
Cloud. The Developer participates in design and analysis sessions with Architects to ensure flawless design. 
Involved in Performance tuning and Unit testing of mappings. Documents all test procedures for systems and 
processes and coordinate with business analysts and users to resolve all requirement issues and maintain 
quality for same. Monitors all business requirements and validate all designs and schedule all ETL processes 
and prepare documents for all data flow diagrams. Experienced in data modeling, data mapping, data 
conversion and migration in cloud environments. Works on a wide variety of ETL tools. Experienced using 
transformations like Aggregators, Sorter, Lookups, Filters, Expression, Router, Joiner, Source Qualifier, 
Update Strategy, and Sequence Generator. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Informatica or SAP or Ab Initio or other ETL 
Vendor specific certifications 

 

8 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud ETL Engineer I 
 

Minimum Years of Experience: 2 years. 

 
Functional Responsibilities: The Cloud ETL Engineer is responsible for the design, development, testing, 
and deployment of solutions using the latest tools and techniques. Must have experience working with various 
cloud platforms such as AWS, Azure and Google Cloud. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Strong 
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understanding of software design principles, algorithms, data structures, design patterns, and multithreading 
concepts. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

4 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud ETL Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The ETL Engineer is responsible for the design, development, testing, and 
deployment of solutions using the latest tools and techniques. Must have experience working with various 
cloud platforms such as AWS, Azure and Google Cloud. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Strong 
understanding of software design principles, algorithms, data structures, design patterns, and multithreading 
concepts. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Reviews 
other team member's code for correctness and quality. May oversee the work of Cloud ETL Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

8 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 



Page 24 of 127 

 
 

 

 

Cloud ETL Engineer III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The Cloud ETL Engineer is responsible for the design, development, testing, 
and deployment of solutions using the latest tools and techniques. Must have experience working with various 
cloud platforms such as AWS, Azure and Google Cloud. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Strong 
understanding of software design principles, algorithms, data structures, design patterns, and multithreading 
concepts. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Reviews 
other team member's code for correctness and quality. Lead update meetings and work with teams to get 
appropriate time lines and provide status updates. May oversee the work of Cloud ETL Engineer II. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

10 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

Cloud Java Developer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud java Developer works with other developers to plan project sprints 
and deliver solutions for business requirements (user stories). Must have experience working with various 
cloud platforms such as AWS, Azure and Google Cloud. Experience with programming languages 
including Java, Python and Ruby. Develops application using OOD methodology, Java, XML, J2EE (JMS, 
Servlet, JDBC) and open source frameworks such as Spring and Hibernate. Optimizes the code on services 
like SOAP & REST API’s, Security/SSO for better performance and connectivity to interact third party services. 
Develops web-based User Interfaces Using HTML/CSS, CSS3, JQuery, cross-browser compatibility, Web  
User Interface Design (UI), Java Script, JSF2, PrimFaces, BootFaces and API’s with maintaining 508 
compliance. Involved in coding and unit testing of application and Root Cause Analysis for different 
environment Issues with help of tools such as IBM RTC, watchers and debuggers. Works on full life cycle of 
application/system development and use dynamic analysis tools and static code to identify and reduce   
security vulnerabilities and coordinate with database Team to optimize the performance and fix database 
migration issues. Involved in developing, enhancing, deploying, monitoring and logging of the application on 
different servers like RedHat JBOSS, cloud servers i.e. Amazon web server for better support. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

 Approved Substitutions 
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Education Minimum/General Experience 
High School Diploma/GED and Certified JAVA 

Developer 
8 years 

Associate’s Degree and Certified JAVA Developer 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 

 
Cloud Java Engineer I 

 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Cloud Java Engineer I is involved in building applications utilizing Java 
J2EE, Sprint, Hibernate, Struts framework. Build UI using Angular JS framework. Must have experience 
working with various cloud platforms such as AWS, Azure and Google Cloud. Experience with programming 
languages including Java, Python and Ruby. Involved in developing, enhancing, deploying, monitoring and 
logging of the application on different servers like RedHat JBOSS, cloud servers i.e. Amazon web server for 
better support. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified JAVA 
Developer 

4 years 

Associate’s Degree and Certified JAVA Developer 3 years 
Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Java Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Java Engineer II is involved in building applications utilizing Java 
J2EE, Sprint, Hibernate, Struts framework. Must have experience working with various cloud platforms such 
as AWS, Azure and Google Cloud. Experience with programming languages including Java, Python 
and Ruby. Build UI using Angular JS framework. Involved in developing, enhancing, deploying, monitoring and 
logging of the application on different servers like RedHat JBOSS, cloud servers i.e. Amazon web server        
for better support. Lead update meetings and work with teams to get appropriate time lines and provide status 
updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee 
the work of Cloud Java Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified JAVA 

Developer 
8 years 

Associate’s Degree and Certified JAVA Developer 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Senior Microsoft Cloud Engineer 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Senior Microsoft Engineer performs systems integration and  
support of Windows Server Domains, Microsoft Cloud Services (Azure/O365), VMware and Hyper-V  
Virtualized Platform, Storage Area Networks, and Firewalls. Must have experience working with various cloud 
platforms such as AWS, Azure and Google Cloud. Performs client needs analysis, system audits, and system 
health checks. Involved in planning, design, and implementation of new technology solutions for clients. 
Creates and updates client and ticket information within the primary dispatch portal. Implements client projects 
including MS Domain and Active Directory Services, the deployment new storage arrays, networking 
equipment, server hardware, VMware vSphere and/or MS Hyper-V platforms, firewalls, and data backup 
systems. Demonstrated exceptional knowledge of Windows Server Operating Systems and Services (Active 
Directory, Group Policy Objects, etc.).  Must be knowledgeable of a variety of the field's concepts, practices, 
and procedures. Knowledge of Network and Internet technologies: Email, DNS, DHCP, TCP/IP. Experienced 
with deploying Virtualization Technology (VMware or Hyper-V). 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Microsoft or VMWare 
8 years 

Associate’s Degree and Certification from 
Microsoft or VMWare 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Network Security Engineer 

Minimum Years of Experience: 8 years. 

Functional Responsibilities: The Cloud Network Security Engineer serves as the subject matter expert 
(SME) on shared security solutions. Must have experience working with various cloud platforms such as  
AWS, Azure and Google Cloud. Continually accesses shared security controls for deficiencies and gaps. 
Proposes improvements to existing solutions and opportunities to fill gaps with new shared security solutions. 
Provides input to the vision for future shared security solutions. Tasks include IT compliance requirements, IT 
risk assessments, thereat analysis, incident response procedures, alternative approaches and cost 
comparisons for each security risk. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. 
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Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified CCNA or 

equivalent 
12 years 

Associate’s Degree and Certified CCNA or 
equivalent 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Cloud Solutions Architect 

Minimum Years of Experience: 8 years. 

Functional Responsibilities: The cloud Solution Architect is responsible for leading multiple project teams, 
reviewing existing business processes and establishing metrics to improve business processes, as well as 
supporting all architectural disciplines under their direction. Must have experience working with various cloud 
platforms such as AWS, Azure and Google Cloud. Identify and select the best cloud IT technical solutions and 
approaches to meet anticipated or actual Software application requirements. Lead Solution design and the 
development of key artifacts including but not limited to Software architectural models, process diagrams, 
concert of operation. Consults on the use of middleware platforms to facilitate the portability and scalability of 
applications. Designs, develops and communicates architectural policies, principles and standards for the 
enterprise. Manages, designs and develops architectural requirements. Provides architectural oversight to 
requirements effort. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
AWS or Azure or Oracle Java or Microsoft or 

other IT Vendor certifications 

 

12 years 

Associate’s Degree and Certification from AWS or 
Azure or Oracle Java or Microsoft or other IT 

Vendor certifications 

 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Cloud Test Automation Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Cloud Test Automation Engineer I analyzes the development and 
execution of a test program, including the test strategy, development of test cases, the implementation of test- 
driven development practices (TDD), and management and tracking of test and defect status. Must have 
experience working with various cloud platforms such as AWS, Azure and Google Cloud. Implement test 
automation practices, including the development of the test automation framework. Utilizes testing workflow 
applications. Conducts performance and stress testing using automated tools. Work with the software 
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development team to validate, document, test, and deploy applications. Demonstrate expertise in identifying 
and preventing defects in products and services on a continuous basis and work on the correction of any 
defects found with software engineers, system engineers, and DevOps engineers. Must be knowledgeable of 
a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified in Oracle 
Java or Microsoft or equivalent developer related 

certifications 

 

4 years 

Associate’s Degree and Certified in Oracle Java 
or Microsoft or equivalent developer related 

certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud Test Automation Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Cloud Test Automation Engineer II analyzes the development and 
execution of a test program, including the test strategy, development of test cases, the implementation of test- 
driven development practices (TDD), and management and tracking of test and defect status. Must have 
experience working with various cloud platforms such as AWS, Azure and Google Cloud. Implement test 
automation practices, including the development of the test automation framework. Utilizes testing workflow 
applications. Conducts performance and stress testing using automated tools. Work with the software 
development team to validate, document, test, and deploy applications. Demonstrate expertise in identifying 
and preventing defects in products and services on a continuous basis and work on the correction of any 
defects found with software engineers, system engineers, and DevOps engineers. Lead update meetings and 
work with teams to get appropriate time lines and provide status updates. Must be knowledgeable of a variety 
of the field's concepts, practices, and procedures. May oversee the work of Cloud Test Automation Engineer  
I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified in Oracle 
Java or Microsoft or equivalent developer related 

certifications 

 

8 years 

Associate’s Degree and Certified in Oracle Java 
or Microsoft or equivalent developer related 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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Cloud Test Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Cloud Test Engineer I tests and evaluates hardware and/or software 
development. Must have experience working with various cloud platforms such as AWS, Azure and Google 
Cloud. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Create automation scripts to test and characterize cloud software 
scalability. Experience developing and integrating software in cloud deployments. Prepares studies, plans, 
and analyses in support of the delivery order. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle, Microsoft or equivalent Database or 
Application development certifications 

 

4 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

Cloud Test Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Test Engineer II tests and evaluates hardware and/or software 
development. Must have experience working with various cloud platforms such as AWS, Azure and Google 
Cloud. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Create automation scripts to test and characterize cloud software 
scalability. Experience developing and integrating software in cloud deployments. Prepares studies, plans, 
and analyses in support of the delivery order. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. Work with upstream and downstream development teams to resolve the defects. 
Conducts testing to replicate any identified defects and demonstrates to the development team. Uses defect 
tracking system to track the defects and get updates from other test engineers and provide updates to the 
management. May oversee the work of Cloud Test Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle, Microsoft or equivalent Database or 
Application development certifications 

 

8 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Cloud Test Engineer III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The Cloud Test Engineer III tests and evaluates hardware and/or software 
development. Must have experience working with various cloud platforms such as AWS, Azure and Google 
Cloud. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Create automation scripts to test and characterize cloud software 
scalability. Experience developing and integrating software in cloud deployments. Prepares studies, plans,  
and analyses in support of the delivery order. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. Leads Defect update meetings and work with application teams to get appropriate 
time lines and provide status updates and set expectations to the management. May oversee the work of Test 
Engineer I and II. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle, Microsoft or equivalent Database or 
Application development certifications 

 

10 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

Cloud UI Engineer I 
 

Minimum Years of Experience: 2 years. 

 
Functional Responsibilities: The Cloud UI Engineer I coordinates with a company’s engineering and design 
teams to both create the design mockups and write the actual code to make the website. Must have 
experience working with various cloud platforms such as AWS, Azure and Google Cloud. Knowledgeable of 
coding languages such as HTML, CSS, and JavaScript. Responsible for software development activities 
including coding, managing of projects and closely adhering to deadlines. Responsible for creating design 
specifications, unit testing, and preparing technical documentation. Interacts closely with project management 
and software engineers to shape project requirements and guide projects through completion. Significant OO 
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JavaScript and jQuery knowledge (with client and server-side technology). Experience with XML, JSON and 
YAML formats. Experience with React.js, Angular JS and node.js. Proficiency with node.js. Expert knowledge 
of HTML5 and CSS3. Expert knowledge of accessibility and WCAG2 AA compliance. Knowledge of data 
structures, algorithms and designing for performance. Experience with AWS Lambda, SNS/SQS, S3, IAM, 
CloudWatch, EC2, RDS and DynamoDB, AWS CLI. Experience with OAuth 2.0, SAML, and identity  
federation. Experience with full stack development and revision code source code repositories. Experience 
working in an Agile/ Scrum team. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and undergone 
training in Graphics and UI related technologies 

4 years 

Associate’s Degree and undergone training in 
Graphics and UI related technologies 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cloud UI Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud UI Engineer II coordinates with a company’s engineering and design 
teams to both create the design mockups and write the actual code to make the website. Must have 
experience working with various cloud platforms such as AWS, Azure and Google Cloud. Knowledgeable of 
coding languages such as HTML, CSS, and JavaScript. Responsible for software development activities 
including coding, managing of projects and closely adhering to deadlines. Responsible for creating design 
specifications, unit testing, and preparing technical documentation. Interacts closely with project management 
and software engineers to shape project requirements and guide projects through completion. Significant OO 
JavaScript and jQuery knowledge (with client and server-side technology). Experience with XML, JSON and 
YAML formats. Experience with React.js, Angular JS and node.js. Proficiency with node.js. Expert knowledge 
of HTML5 and CSS3. Expert knowledge of accessibility and WCAG2 AA compliance. Knowledge of data 
structures, algorithms and designing for performance. Experience with AWS Lambda, SNS/SQS, S3, IAM, 
CloudWatch, EC2, RDS and DynamoDB, AWS CLI. Experience with OAuth 2.0, SAML, and identity  
federation. Experience with full stack development and revision code source code repositories. Experience 
working in an Agile/ Scrum team. Lead update meetings and work with teams to get appropriate time lines and 
provide status updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures.  
May oversee the work of Cloud UI Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and undergone 

training in Graphics and UI related technologies 
8 years 

Associate’s Degree and undergone training in 
Graphics and UI related technologies 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

SPECIAL ITEM NUMBER 518210C 
CLOUD-RELATED IT PROFESSIONAL SERVICES 

APPROVED HOURLY RATES 
 

 
 

SERVICE 
(LABOR CATEGORY) 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 12 MAR 19 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

AWS Cloud Engineer $84.79 $86.57 $88.38 $90.24 $92.14 
AWS Cloud Linux Engineer $85.78 $87.58 $89.42 $91.30 $93.22 

Cloud B2B IT Engineer $79.80 $81.47 $83.19 $84.93 $86.72 
Cloud Big Data Engineer $81.79 $83.51 $85.26 $87.06 $88.88 

Cloud Build/Release 
Engineer 

$81.99 $83.71 $85.47 $87.27 $89.10 

Cloud Business Intelligence 
Analyst 

$79.80 $81.47 $83.19 $84.93 $86.72 

Cloud Business Intelligence 
Engineer I 

$89.77 $91.66 $93.58 $95.55 $97.56 

Cloud Business Intelligence 
Engineer II 

$84.29 $86.06 $87.86 $89.71 $91.59 

Cloud IT Business Systems 
Analyst 

$66.79 $68.19 $69.63 $71.09 $72.58 

Cloud Engineer I $45.88 $46.85 $47.83 $48.84 $49.86 
Cloud Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 

Cloud Security Analyst $63.84 $65.18 $66.55 $67.95 $69.37 
Cloud Security Architect $131.67 $134.43 $137.26 $140.14 $143.08 

Cloud Security Engineer I $48.88 $49.90 $50.95 $52.02 $53.11 
Cloud Security Engineer II $69.82 $71.29 $72.79 $74.32 $75.88 

Cloud Data Analyst I $43.89 $44.81 $45.75 $46.71 $47.69 
Cloud Data Analyst II $63.84 $65.18 $66.55 $67.95 $69.37 
Cloud Data Analyst III $77.80 $79.44 $81.11 $82.81 $84.55 

Cloud Database 
Administrator I 

$44.89 $45.83 $46.79 $47.77 $48.78 

Cloud Database 
Administrator II 

$67.83 $69.25 $70.71 $72.19 $73.71 
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SERVICE 

(LABOR CATEGORY) 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

  
12 MAR 19 

to 
11 MAR 20 

 
12 MAR 20 

to 
11 MAR 21 

 
12 MAR 21 

to 
11 MAR 22 

 
12 MAR 22 

to 
11 MAR 23 

 
12 MAR 23 

to 
11 MAR 24 

Cloud Database 
Administrator III 

$89.77 $91.66 $93.58 $95.55 $97.56 

Cloud Database Engineer I $46.88 $47.87 $48.87 $49.90 $50.95 
Cloud Database Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 

Cloud DevOps Engineer $80.80 $82.49 $84.23 $85.99 $87.80 
Cloud ETL Developer $82.79 $84.53 $86.30 $88.12 $89.97 
Cloud ETL Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
Cloud ETL Engineer II $68.83 $70.27 $71.75 $73.25 $74.79 
Cloud ETL Engineer III $80.80 $82.49 $84.23 $85.99 $87.80 
Cloud Java Developer $67.83 $69.25 $70.71 $72.19 $73.71 
Cloud Java Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
Cloud Java Engineer II $68.83 $70.27 $71.75 $73.25 $74.79 
Cloud Network Security 

Engineer 
$129.67 $132.40 $135.18 $138.01 $140.91 

Senior Microsoft Cloud 
Engineer 

$84.79 $86.57 $88.38 $90.24 $92.14 

Cloud Solutions Architect $132.17 $134.94 $137.78 $140.67 $143.62 
Cloud Test Automation 

Engineer I 
$47.88 $48.88 $49.91 $50.96 $52.03 

Cloud Test Automation 
Engineer II 

$67.83 $69.25 $70.71 $72.19 $73.71 

Cloud Test Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
Cloud Test Engineer II $66.83 $68.23 $69.67 $71.13 $72.62 
Cloud Test Engineer III $76.81 $78.42 $80.07 $81.75 $83.46 

Cloud UI Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
Cloud UI Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 

 
 

 

SPECIAL ITEM NUMBER 54151HACS 
HIGHLY ADAPTIVE CYBERSECURITY SERVICES (HACS) 

Cybersecurity Analyst 
 

Description: The Cybersecurity Analyst plans and carries out security measures to protect an organization's 
computer networks and systems. Provides technical expertise for identification, development and prioritization 
of cyberspace operations requirements, processes, procedures, and governing directives. 

 

Persons involved in this specialty perform the following tasks: Analyze and develop evaluation criteria 
relative to the applicable cybersecurity orders and directives. Conducts penetration testing and vulnerability 
assessments. Tests and evaluates cyberspace operational architectures/processes based on the changing 
cyberspace environment. Documents the specific attack capabilities of the threat and understands the 
concept of exploitation scenario. Develops recommended changes for appropriate review, validation, and 
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prioritization. Analyzes cyberspace TTPs, operating checklists, concept of operations documents, and other 
operating documents to identify areas for improvement. 

 

Knowledge, Skills and Abilities: Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. Understanding of NIST cybersecurity standards and ISO 27001. Certified as CEH, and/or other 
related certifications. Licensed Penetration Tester or equivalent from cybersecurity product specific 
certifications. Proficient written and verbal communication skills.  Experience with interdisciplinary areas such 
as Systems Engineering and Software integration. 

 

Minimum Experience: 2 years. 
 

Minimum Education Requirements: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

4 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Cybersecurity Architect 
 

Description:  The Cybersecurity Architect is Involved in solving all phases of complex Cybersecurity related 
technical problems. Provides customer support in solving Cybersecurity related technical problems and 
recommends solutions to customer based on an understanding of products and systems test results. 

 

Persons involved in this specialty perform the following tasks: Principal Duties and Responsibilities 
include: Recommends Cybersecurity solutions to customer based on an understanding of products and 
systems test results. Conducts penetration testing and vulnerability assessments. Provides solutions based on 
a firm understanding of government/industry policy, practices, procedures, and customer requirements. 
Identification and management of network and system vulnerabilities and security events. Conducts systems 
security analysis and implementation, software engineering, program design, configuration management, 
integration, and testing of Cybersecurity products and techniques. Ensures that Cybersecurity solutions are 
fully compatible with the customer’s network design. Maintains the security baseline of sites. Responds to 
identified network cyber incidents; provides analysis, containment, and eradication of malicious code. Provides 
malware analysis. Tests, implements, deploys, maintains, and administers the infrastructure systems which  
are required to effectively manage the network and resources (i.e., routers, firewalls, intrusion 
detection/prevention systems. Ensures that the architecture and design of information systems are functional 
and secure. As necessary, design and develops IA or IA enabled products, interface specifications, and 
approaches to secure the environment. 

 
 
 

Knowledge, Skills and Abilities: Must be knowledgeable of a variety of the field's concepts, practices, and 

procedures. Knowledge of tools such as GoPhish, Qualysguard, Nessus, Zenmap, Nmap, Burp Suite. 
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Understanding of NIST cybersecurity standards and ISO 27001. Must have a firm understanding of 
government/industry policy, practices, procedures. 

 

Minimum Experience: 8 years. 

 
Minimum Education Requirements: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Cybersecurity Engineer I 
 

Description:  The Cybersecurity Engineer I implements and monitors security measures for the protection of 

computer systems, networks and information. Conducts penetration testing and vulnerability assessments. 
 

Persons involved in this specialty perform the following tasks: Principal Duties and Responsibilities 
include: Evaluate the rigorous application of cybersecurity policies, principles, and practices in the delivery of 
cybersecurity services; Identify, plans, and document improvements to security controls and TTPs currently in 
place, based on test event results. Develop and document recommendations and courses of action (COAs) to 
solve complex cybersecurity problems. Provide recommendations to implement improved operational 
structures and processes to ensure an effective cybersecurity program, including boundary defense, incident 
detection, and response. 

 

Knowledge, Skills and Abilities: Knowledge of tools such as GoPhish, Qualysguard, Nessus, Zenmap, 

Nmap, Burp Suite. Understanding of NIST cybersecurity standards and ISO 27001. Must be knowledgeable 
of a variety of the field's concepts, practices, and procedures. 

 

Minimum Experience: 2 years. 
 

Minimum Education Requirements: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None 

 
 
 
 
 
 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 4 years 
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AWS or Azure or other cybersecurity product 
relevant certifications 

 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

 
Cybersecurity Engineer II 

 

Description:  The Cybersecurity Engineer II implements and monitors security measures for the protection of 
computer systems, networks and information. Conducts penetration testing and vulnerability assessments. 

 

Persons involved in this specialty perform the following tasks: Principal Duties and Responsibilities 
include: Evaluate the rigorous application of cybersecurity policies, principles, and practices in the delivery of 
cybersecurity services; Identify, plans, and document improvements to security controls and TTPs currently in 
place, based on test event results. Develop and document recommendations and courses of action (COAs) to 
solve complex cybersecurity problems. Provide recommendations to implement improved operational 
structures and processes to ensure an effective cybersecurity program, including boundary defense, incident 
detection, and response. Lead update meetings and work with teams to get appropriate time lines and provide 
status updates. May oversee the work of Cybersecurity Engineer I. 

 

Knowledge, Skills and Abilities: Certification from AWS or Azure or other cybersecurity product relevant 
certifications. Knowledge of tools such as GoPhish, Qualysguard, Nessus, Zenmap, Nmap, Burp Suite. 
Understanding of NIST cybersecurity standards and ISO 27001. Must be knowledgeable of a variety of the 
field's concepts, practices, and procedures. 

 
Minimum Experience: 4 years. 

 
Minimum Education Requirements: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or other cybersecurity product 

relevant certifications 

 

8 years 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 
 
 
 

Incident Detection/Response Analyst IV 
 

Description: Provides knowledge in computer and network forensics. Conducts vulnerability 
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assessments/penetration tests of information systems. Develops, researches and maintains proficiency in 
tools, techniques, countermeasures, and trend in computer and network vulnerabilities, data hiding, and 
encryption. Identifies, deters, monitors, and investigates computer and network intrusions. Provides computer 
forensic support to high technology investigations in the form of evidence seizure, computer forensic analysis, 
and data recovery. 

 
Persons involved in this specialty perform the following tasks: Provides knowledge in computer and 
network forensics. Oversees conducting of vulnerability assessments/penetration tests of information systems. 
Provides insight into the development, research, and proficiency maintenance in tools, techniques, 
countermeasures, and trend in computer and network vulnerabilities, data hiding, and encryption. Critical to   
the identification, determent, monitoring, and investigation of computer and network intrusions. Provides 
knowledge of computer forensic support to high technology investigations in the form of evidence seizure, 
computer forensic analysis, and data recovery. 

 

Knowledge, Skills and Abilities: Ability to understand network topology, and is proficient in tools,   
techniques, countermeasures, and trends in computer and network vulnerabilities, data hiding, and encryption. 
Is familiar with data analytic tools like Encase. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. Certified as CEH, GIAC or GCIA 
or equivalent from cybersecurity product specific certifications. 

 
Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
GIAC or GCIA or equivalent from cybersecurity 

product specific certifications 

12 years 

Associate’s Degree and Certified as CEH, GIAC 
or GCIA or equivalent from cybersecurity product 

specific certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 
 

Cyber Hunt Team IV - Principal 
Description: Lead Cyber Hunt team, provides oversight and be responsible for event investigation and 

tracking activities. Identifies, deters, monitors, and investigates computer and network intrusions. 
 

Persons involved in this specialty perform the following tasks: Provide computer forensic support to high 
technology investigations in the form of evidence seizure, computer forensic analysis, and data recovery. 
Monitor and assess complex security devices for patterns and anomalies from raw events (DNS, DHCP, AD, 
SE logs), tag events for Tier 1 & 2 monitoring. Conduct malware analysis in out-of-band environment (static 
and dynamic), including complex malware. Supervises others. 

 

Knowledge, Skills and Abilities: Knowledgeable in reviewing security logs, tools used in event investigation 
and tracking activities. Ability to build patterns from security logs. Possesses excellent oral and written 
communication skills. 

 
Minimum Years of Experience: Ten years 
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Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

14 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

12 years 

Master’s Degree 8 years 
Doctorate Degree 6 years 

 

Penetration Testing Analyst III (NITAAC Computer Security Systems Specialist I) 
 

Description: Possesses knowledge of industry-standard penetration testing components and processes 
including: reconnaissance, scanning, ranking/scoring vulnerabilities, selecting targets for exploit, escalation of 
privilege, removal of exploits/restoration of exploited targets, and reporting. Has knowledge of penetration 
testing applications or processes. 

 

Persons involved in this specialty perform the following tasks: Performs penetration testing activities and 
prepares “Rules of Engagement” document, plans all activities, and provides direction to junior level penetration 
testers. Performs final analysis of testing results and prepares technical reports. Leads the effort to                
find cyber security vulnerabilities in target systems, networks, and applications in order to help enterprises 
improve their security; leads the identifying of which key flaws can be exploited to cause business risk,  
provides crucial insights into the most pressing issues and suggests how to prioritize security resources. 
Conducts and/or supports authorized penetration testing on enterprise network assets. Analyzes 
site/enterprise Computer Network Defense (CND) policies, configurations, and evaluates compliance with 
regulations and enterprise directives. Assist with the selection of cost-effective security controls to help 
mitigate risk. May supervise others. 

 

Knowledge, Skills and Abilities: Ability to perform penetration testing on infrastructure and applications. 
Familiarity with various software like Nessus, BurpSuite and Qualys. Ability to create vulnerability assessment 
reports. Possesses excellent oral and written communication skills. 

 

Minimum Years of Experience: Six years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 
 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

8 years 
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cybersecurity product specific certifications  
Master’s Degree 4 years 

Doctorate Degree 2 years 
 

Cyber Support III 
 

Description: Responsible for providing guidance for on-site or remote technical support, diagnosis, 
consultation, and project implementation for products/systems for end-user customers, with focus on 
cybersecurity and virtualized environment. Ensures the development of technical solutions to cyber security 
challenges. This position will have exposure to all elements of computer information systems including risk 
management and operations in addition to enablement. 

 
Persons involved in this specialty perform the following tasks: Troubleshoot and develop technical 
solutions related to distributed control system cybersecurity solutions. This involves analysis of security 
architectures, cybersecurity threats to process control systems, software installation, configuration, integration, 
and application issues and inquiries. Troubleshoot and develop technical solutions for products/systems 
installed on a virtualized environment. This involves analysis of the virtual infrastructure, software installation, 
configuration, integration, and application issues and inquiries. Successfully works to identify workarounds, 
reduce product-issue resolution time, and support efforts to develop training and troubleshooting resources 
(e.g. procedures, diagnostics, and documentation). Collaborates with Local Business Partners and Field 
Service Organizations worldwide, Technology, Marketing and Manufacturing to resolve product problems, 
provide solutions to customer requirements, and plot product design directions at a local and global level. 
Create, review, approve cyber security documentation including system security plans, data flow diagrams, 
security architectures, and associated other engineering documentation. May supervise others. 

 

Knowledge, Skills and Abilities: Ability to provide on-site or remote technical support solutions in distributed 
environments. Ability to document cybersecurity-related issues and threat detections. Ability to understand 
cybersecurity architectures. Familiar with installations and configurations of cybersecurity rules like Tenable 
Security Center, Splunk, Counteract, etc. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Six years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

10 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 

Cyber Support IV 
 

Description: Responsible for providing guidance for on-site or remote technical support, diagnosis, 
consultation, and project implementation for products/systems for end-user customers, with focus on 
cybersecurity and virtualized environment. Ensures the development of technical solutions to cyber security 
challenges. This position will have exposure to all elements of computer information systems including risk 
management and operations in addition to enablement. 
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Persons involved in this specialty perform the following tasks: Troubleshoot and develop technical 
solutions related to distributed control system cybersecurity solutions. This involves analysis of security 
architectures, cybersecurity threats to process control systems, software installation, configuration, integration, 
and application issues and inquiries. Troubleshoot and develop technical solutions for products/systems 
installed on a virtualized environment. This involves analysis of the virtual infrastructure, software installation, 
configuration, integration, and application issues and inquiries. Successfully works to identify workarounds, 
reduce product-issue resolution time, and support efforts to develop training and troubleshooting resources 
(e.g. procedures, diagnostics, and documentation). Collaborates with Local Business Partners and Field 
Service Organizations worldwide, Technology, Marketing and Manufacturing to resolve product problems, 
provide solutions to customer requirements, and plot product design directions at a local and global level. 
Create, review, approve cyber security documentation including system security plans, data flow diagrams, 
security architectures, and associated other engineering documentation. May supervise others. 

 

Knowledge, Skills and Abilities: Ability to provide on-site or remote technical support solutions in distributed 
environments. Ability to document cybersecurity-related issues and threat detections. Ability to understand 
cybersecurity architectures. Familiar with installations and configurations of cybersecurity rules like Tenable 
Security Center, Splunk, Counteract, etc. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 
 

Cybersecurity Engineer II (NITAC Security Engineer – Senior) 
 

Description: The Cybersecurity Engineer II implements and monitors security measures for the protection of 
computer systems, networks and information. Conducts penetration testing and vulnerability assessments. 

 

Persons involved in this specialty perform the following tasks: Performs security assessments, conducts 
system analysis, design, development, test and evaluation activities, ensures the integration of software, 
hardware, reliability, maintainability, safety, survivability, human and other requirements in the total security 
engineering effort. Formulates operational concept, performs mission and functional analyses, conducts 
requirements and information analysis, cost-benefit analysis, system trade studies, and risk analysis. Selects 
system architecture components, allocates requirements and prepares specifications. Assist with assessing, 
designing, developing, and recommending integrated security system solutions that ensure proprietary and 
confidential data and systems are protected. Provide assistance with technical engineering services for the 
support of integrated security systems and solutions. Interface with the client in the strategic design process to 
translate security and business requirements into technical designs. Assist with configuration, validate secure 
complex systems, and test security products and systems to detect security weakness. May supervise others. 

 
Knowledge, Skills and Abilities: Certification from AWS or Azure or other cybersecurity product relevant 
certifications. Knowledge of tools such as GoPhish, Qualysguard, Nessus, Zenmap, Nmap, Burp Suite. 
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Understanding of NIST cybersecurity standards and ISO 27001. Must be knowledgeable of a variety of the 
field's concepts, practices, and procedures. 

 

Minimum Experience: Four years. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 

cybersecurity product relevant certifications 
8 years 

Associate’s Degree and Certificate from 
cybersecurity product relevant certifications 

6 years 

Master’s Degree 2 years 
Doctorate Degree 0 years 

 
 

Information Assurance/Security Specialist II 
 

Description: The Security Specialist 2 may identify or resolve highly complex issues to prevent cyberattacks 
on information systems or keep computer information systems secure from interruption of service, intellectual 
property theft, network viruses, data mining, financial theft, or theft of sensitive customer data, allowing 
business to continue as normal. The Security Specialist designs security mechanisms that protect networks 
and information systems against hackers, breaches, viruses, and spyware. This individual responds to 
incidents, investigates violations, and recommends enhancements to plug potential security gaps. Level 2 
performs more varied and difficult tasks compared to Level 1, yet has less autonomy than Level 3. 

 

Persons involved in this specialty perform the following tasks: Provides support to plan, coordinate, and 
implement the organization’s information security. Provides support for facilitating and helping agencies  
identify their current security infrastructure and define future programs, design and implementation of security 
related to IT systems. Oversees the efforts of security staff to design, develop, engineer and implement 
solutions to security requirements. Responsible for the implementation and development of the DHS IT 
security. Gathers and organizes technical information about an organization's mission goals and needs, 
existing security products, and ongoing programs in the MLS arena. Performs risk analyses which also 
includes risk assessment. Provides support to plan, coordinate, and implement the organization’s information 
security. Provides support for facilitating and helping agencies identify their current security infrastructure and 
define future programs, design and implementation of security related to IT systems. A working knowledge of 
several of the following areas is required: understanding of business security practices and procedures; 
knowledge of current security tools available; hardware/software security implementation; different 
communication protocols; encryption techniques/tools; familiarity with commercial products, and current 
Internet/EC technology. Ability to serve as Information System Security Officer. Provides daily supervision and 
direction to staff. May supervise others. 

 

Knowledge, Skills and Abilities: Familiar with IT security models established by various Federal agencies 
like DOE, DHS, and DOD. Ability to design risk management frameworks and understand FedRAMP, FISMA, 
and NIST. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Four years 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 
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Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

8 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

6 years 

Master’s Degree 2 years 
Doctorate Degree 0 years 

 
 

Information Assurance/Security Specialist IV 
 

Description: Fully competent and productive technical individual contributor that works under limited 
supervision. 

 

Persons involved in this specialty perform the following tasks: Applies working knowledge of technical 
domain to develop solutions to routine technical problems which may be vague but are typically not complex. 
Applies working knowledge of technical domain to develop solutions to routine technical problems which may 
be vague but are typically not complex. Works independently on larger, moderately complex 
projects/assignments. Addresses somewhat complex technical issues/problems using internal best practice 
and through collaboration with colleagues. Develops solutions to technical problems that require depth of 
technical knowledge, but are typically limited in complexity. Requires working knowledge of and ability to apply 
standards, principles, theories, concepts, and techniques of technical domain. Responsible for protecting the 
organization's information and information systems from unauthorized access, use, disclosure, disruption, 
modification, perusal, inspection, recording and destruction. Duties may include managing and enforcing of 
security strategies and policies within established guidelines. 

 
Knowledge, Skills and Abilities: Areas of responsibilities include, but are not limited to, IT Security Strategy, 
Cyber Security, and Compliance and Risk Management which includes IT Security and Compliance Teams. 
May supervise others. 

 

Minimum Years of Experience: Eight years 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 
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Information Assurance/Security Specialist III 
 

Description: Fully competent and productive technical individual contributor that works under limited 
supervision. 

 

Persons involved in this specialty perform the following tasks: Applies working knowledge of technical 
domain to develop solutions to routine technical problems which may be vague but are typically not complex. 
Applies working knowledge of technical domain to develop solutions to routine technical problems which may 
be vague but are typically not complex. Works independently on larger, moderately complex 
projects/assignments. Addresses somewhat complex technical issues/problems using internal best practice 
and through collaboration with colleagues. Develops solutions to technical problems that require depth of 
technical knowledge, but are typically limited in complexity. Requires working knowledge of and ability to apply 
standards, principles, theories, concepts, and techniques of technical domain. Responsible for protecting the 
organization's information and information systems from unauthorized access, use, disclosure, disruption, 
modification, perusal, inspection, recording and destruction. Duties may include managing and enforcing of 
security strategies and policies within established guidelines. 

 
Knowledge, Skills and Abilities: Areas of responsibilities include, but are not limited to, IT Security Strategy, 
Cyber Security, and Compliance and Risk Management which includes IT Security and Compliance Teams. 
May supervise others. 

 

Minimum Years of Experience: Six years 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 

Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

10 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 
 

Cybersecurity Engineer IV (NITAAC Security Engineer - Lead) 
 

Description: Provides senior-level analytical and program support and is focused on providing high 
performance work. 

 
Persons involved in this specialty perform the following tasks: Contributes to engagement work plan 
development and often leads less complex engagement tasks to completion within scope and budget. Serves 
as a senior-level analytical correspondent within engagement team. Assumes responsibility for contributing to 
work plan development, reaching engagement milestones, and may lead specific Cybersecurity project tasks. 
Applies business modeling, process modeling, and business design techniques. Conducts analysis of 
appropriate consulting tools to satisfy program requirements and creates project deliverables. Formulates 
diagnoses through financial or statistical modeling, assesses appropriate alternatives, and offers conclusions 
to Project Manager. 

 
Knowledge, Skills and Abilities: This position performs analyses and makes diagnoses, as well as defines 
symptoms and problems, and develops conclusions. May supervise others. 



Page 44 of 127 

 
 

 

 

Minimum Years of Experience: Eight years 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate AWS, 

Azure or other cybersecurity product relevant 
certifications 

12 years 

Associate’s Degree and Certificate from AWS, 
Azure or other cybersecurity product relevant 

certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 
 

Security Operations Center (SOC) Analyst IV 
 

Description: Determines enterprise information assurance and security standards. Develops and implements 
information assurance/security standards and procedures. Coordinates, develops, and evaluates security 
programs for an organization. Recommends information assurance/security solutions to support customers’ 
requirements. Identifies, reports, and resolves security violations. Establishes and satisfies information 
assurance and security requirements based upon the analysis of user, policy, regulatory, and resource 
demands. Supports customers at the highest levels in the development and implementation of doctrine and 
policies. Applies know-how to government and commercial common user systems, as well as to dedicated 
special purpose systems requiring specialized security features and procedures. Performs analysis, design, 
and development of security features for system architectures. Analyzes and defines security requirements for 
computer systems which may include mainframes, workstations, and personal computers. Designs, develops, 
engineers, and implements solutions that meet security requirements. Provides integration and  
implementation of the computer system security solution. Analyzes general information assurance-related 
technical problems and provides basic engineering and technical support in solving these problems. Performs 
vulnerability/risk analyses of computer systems and applications during all phases of the system development 
life cycle. Ensures that all information systems are functional and secure. 
Persons involved in this specialty perform the following tasks: Responsible to develop and maintain 
enterprise information assurance and security standards. Responsible for the development and 
implementation of information assurance/security standards and procedures. Critical in the coordination, 
development, and evaluation of security programs for an organization. Responsible to provide 
recommendation of information assurance/security solutions to support customers’ requirements. 
Knowledgeable in the identification, reporting, and resolution of security violations. Responsible to establish  
and satisfy information assurance and security requirements based upon the analysis of user, policy, 
regulatory, and resource demands. Critical to the support of customers at the highest levels in the   
development and implementation of doctrine and policies. Knowledgeable in government and commercial 
common user systems, as well as to dedicated special purpose systems requiring specialized security   
features and procedures. Responsible for the performance of analysis, design, and development of security 
features for system architectures. Responsible for the analysis and definition of security requirements for 
computer systems to include mainframes, workstations, and personal computers. Responsible for the design, 
development, engineering, and implementation of solutions that meet security requirements and organizational 
standards. Oversees integration and implementation of the computer system security solution. Critical in 
analysis of general information assurance-related technical problems and provides basic engineering and 
technical support in solving these problems. Responsible for the performing of vulnerability/risk analyses of 
computer systems and applications during all phases of the system development life cycle. 
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Knowledge, Skills and Abilities: Ensures that all information systems are functional and secure for the 

organization. May supervise others 
 

Minimum Years of Experience: Eight years 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 

Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate AWS, 

Azure or other cybersecurity product relevant 
certifications 

12 years 

Associate’s Degree and Certificate from AWS, 
Azure or other cybersecurity product relevant 

certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 

Cyber Hunt Team IV - Subject Matter Expert (SME) 
 

Description: Functional SME to Cyber Hunt team, providing oversight and technical information for event 
investigation and tracking activities. Critical in identification, determent, monitoring, and investigation of 
computer and network intrusions. 

 
Persons involved in this specialty perform the following tasks: Provide computer forensic support to high 
technology investigations in the role of SME of evidence seizure, computer forensic analysis, and data 
recovery. Provide technical information for monitoring and assessing complex security devices for patterns and 
anomalies from raw events (DNS, DHCP, AD, SE logs), tag events for Tier 1 & 2 monitoring. Provide    
technical information in conducting of malware analysis in out-of-band environment (static and dynamic), 
including complex malware. 
Knowledge, Skills and Abilities: May supervise others. 

 

Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

12 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 
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Threat Intelligence IV - Manager/Lead 
 

Description: Responsible for leading a team of threat intelligence analysts and detection engineers, and 
oversees managed service operations teams. 

 

Persons involved in this specialty perform the following tasks: Lead a team of threat intelligence analysts 
and detection engineers. Develop a roadmap and vision for Applied Threat Intelligence for our MDR service 
and Rapid7 more broadly. Work with your team to establish robust processes/procedures for managing threat 
intelligence and building and deploying new detection capabilities. Work with your team to identify and 
document requirements for new or improved threat intelligence tools and technology necessary to support   
your mission. Collaborate with leaders throughout the organization to evolve Rapid7 Managed Service  
offerings and deliver a world-class Threat Intelligence function that effectively supports the business. Work 
closely with Managed Service operations teams in all Rapid7 SOCs globally. 

 

Knowledge, Skills and Abilities: Prior experience in a senior/leadership role on a Threat Intelligence team. 

Prior operational experience leveraging threat intelligence to detect and respond to adversaries. A strong 
understanding of the current threat landscape including the latest tactics, tools, and procedures, common 
malware variants, and effective techniques for detecting this malicious activity. 

 

Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree or Master’s degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 
Highly Desirable: None. 

 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH 
or CTIA, or equivalent from cybersecurity product 

specific certifications 

12 years 

Associate’s Degree and Certified as CEH or CTIA 
or equivalent from cybersecurity product specific 

certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 
 

Penetration Testing IV - Manager/Lead (NITAAC Computer Security Systems Specialist II) 
 

Description: Possesses knowledge of industry-standard penetration testing components and processes 
including: reconnaissance, scanning, ranking/scoring vulnerabilities, selecting targets for exploit, escalation of 
privilege, removal of exploits/restoration of exploited targets, and reporting. Has knowledge of penetration 
testing applications or processes. 

 
Persons involved in this specialty perform the following tasks: Lead a team of penetration testing 
analysts and detection engineers. Provides knowledge in computer and network forensics. Conducts 
vulnerability assessments/penetration tests of information systems. Develops, researches and maintains 
proficiency in tools, techniques, countermeasures, and trend in computer and network vulnerabilities, data 
hiding, and encryption. Identifies, deters, monitors, and investigates computer and network intrusions. 
Provides computer forensic support to high technology investigations in the form of evidence seizure, 
computer forensic analysis, and data recovery. May supervise others. 
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Knowledge, Skills and Abilities: Ability to perform penetration testing on infrastructure and applications. 
Familiarity with various software like Nessus, BurpSuite and Qualys. Ability to create vulnerability assessment 
reports. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Eight years 

 

Minimum Education: Prior experience in a senior/leadership role on a Penetration Testing Intelligence team. 
Prior operational experience leveraging threat intelligence to detect and respond to adversaries. A strong 
understanding of the current threat landscape including the latest tactics, tools, and procedures, common 
malware variants, and effective techniques for detecting this malicious activity. Bachelor’s degree or Master’s 
degree in Computer Science, Information Systems, Engineering, Business, Social Science, or other related 
analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

12 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 

Threat Intelligence Analyst I 
 

Description: Responsible for performing threat intelligence analysis, reviewing logs and detecting threats and 

cybersecurity risks. 
 

Persons involved in this specialty perform the following tasks: Evaluate the rigorous application of 
cybersecurity policies, principles, and practices in the delivery of threat intelligence services. Identify, plans, 
and document improvements to threat intelligence controls and TTPs currently in place, based on test event 
results. Develop and document recommendations and courses of action (COAs) to solve complex threat 
intelligence problems. Provide recommendations to implement improved operational structures and processes 
to ensure an effective threat intelligence program, including boundary defense, incident detection, and 
response. 

 

Knowledge, Skills and Abilities: Prior operational experience leveraging threat intelligence to detect and 
respond to adversaries. A strong understanding of the current threat landscape including the latest tactics, 
tools, and procedures, common malware variants, and effective techniques for detecting this malicious activity. 

 

Minimum Years of Experience: Two years 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, 

Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified as CEH 
or CTIA, or equivalent from cybersecurity product 

specific certifications 

6 years 

Associate’s Degree and Certified as CEH or CTIA 
or equivalent from cybersecurity product specific 

certifications 

4 years 

Master’s Degree 0 years 
Doctorate Degree 0 years 

 

Incident Detection / Response Manager IV – Lead 
 

Description: Provides Lead functions to Incident Response Team. Provides knowledge in computer and 
network forensics. Conducts vulnerability assessments/penetration tests of information systems. Develops, 
researches and maintains proficiency in tools, techniques, countermeasures, and trend in computer and 
network vulnerabilities, data hiding, and encryption. Identifies, deters, monitors, and investigates computer and 
network intrusions. Provides computer forensic support to high technology investigations in the form of 
evidence seizure, computer forensic analysis, and data recovery. 

 

Persons involved in this specialty perform the following tasks: Lead a team of Incident 
Detection/Response analysts and detection engineers. Provides knowledge in computer and network  
forensics. Responsible for conducting of vulnerability assessments/penetration tests of information systems. 
Critical to the development, researching and maintenance of proficiency in tools, techniques,  
countermeasures, and trend in computer and network vulnerabilities, data hiding, and encryption. Responsible 
for the identification, determent, monitoring, and investigation of computer and network intrusions. 
Responsible to provide computer forensic support to high technology investigations in the form of evidence 
seizure, computer forensic analysis, and data recovery. 
Knowledge, Skills and Abilities: Ability to understand network topology, and is proficient in tools,  
techniques, countermeasures, and trends in computer and network vulnerabilities, data hiding, and encryption. 
Is familiar with data analytic tools like Encase. Possesses excellent oral and written communication skills. 

 

Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, 

Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

12 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 
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Security Operations Center (SOC) Analyst II 
 

Description: Identifies, reports, and resolves security violations. Supports customers at the highest levels in 
the implementation of doctrine and policies. Performs analysis, design, and development of security features 
for system architectures. Analyzes and defines security requirements for computer systems which may include 
mainframes, workstations, and personal computers. Implements solutions that meet security requirements. 
Provides integration and implementation of the computer system security solution. Analyzes general 
information assurance-related technical problems and provides basic engineering and technical support in 
solving these problems. Performs vulnerability/risk analyses of computer systems and applications during all 
phases of the system development life cycle. Ensures that all information systems are functional and secure. 

 
Persons involved in this specialty perform the following tasks: Develops and maintains enterprise 
information assurance and security standards. Develops and implements information assurance/security 
standards and procedures. Coordinates, develops, and evaluates security programs for an organization. 
Provides information assurance/security solutions to support customers’ requirements. Identifies, reports, and 
resolves security violations. Responsible to follow information assurance and security requirements based 
upon the analysis of user, policy, regulatory, and resource demands. Supports customers at the highest levels 
in the development and implementation of doctrine and policies. Performs analysis, design, and development 
of security features for system architectures. Responsible for the analysis and definition of security 
requirements for computer systems to include mainframes, workstations, and personal computers. Analyses 
general information assurance-related technical problems and provides basic engineering and technical 
support in solving these problems. May supervise others. 

 
Knowledge, Skills and Abilities: Ensures that all information systems are functional and secure for the 

organization. May supervise others. 
 

Minimum Years of Experience: Four years 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate AWS, 

Azure or other cybersecurity product relevant 
certifications 

8 years 

Associate’s Degree and Certificate from AWS, 
Azure or other cybersecurity product relevant 

certifications 

6 years 

Master’s Degree 2 years 
Doctorate Degree 0 years 

 
 
 

Incident Response IV Team – Principal 
 

Description: Lead a team of Incident Detection/Response analysts and detection engineers. 

 
Persons involved in this specialty perform the following tasks: Provides knowledge in computer and 
network forensics. Responsible for conducting of vulnerability assessments/penetration tests of information 
systems. Critical to the development, researching and maintenance of proficiency in tools, techniques, 
countermeasures, and trend in computer and network vulnerabilities, data hiding, and encryption. Responsible 
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for the identification, determent, monitoring, and investigation of computer and network intrusions. 
Responsible to provide computer forensic support to high technology investigations in the form of evidence 
seizure, computer forensic analysis, and data recovery. 

 

Knowledge, Skills and Abilities: Ability to understand network topology, and is proficient in tools,   
techniques, countermeasures, and trends in computer and network vulnerabilities, data hiding, and encryption. 
Is familiar with data analytic tools like Encase. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
GIAC or GCIA or equivalent from cybersecurity 

product specific certifications 

12 years 

Associate’s Degree and Certified as CEH, GIAC 
or GCIA or equivalent from cybersecurity product 

specific certifications 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 
 

Security Documentation Specialist II 
 

Description: Maintains organizational security documentation, storage, cataloging and retrieval of documents. 
Maintains the integrity of security-related working documents and updates documentation when revised. 

 

Persons involved in this specialty perform the following tasks: Reviews content of security technical 
documentation for quality and accuracy. Produces technical and scientific illustrations for security 
presentations and/or publication, as required for the organization. Ensures that documents follow the 
standards determined by the organizational standards. Consolidates penetration testing and vulnerability 
reports results and develops presentations to the client as needed. Possesses excellent written and verbal 
communication skills. Writes a variety of technical articles, reports, brochures, and/or manuals for 
documentation for a wide range of uses. Coordinates the display of graphics and the production of 
documentation. Ensures content is of high quality, accuracy and conforms with organizational standards. May 
supervise others. 

 

Knowledge, Skills and Abilities: Has working knowledge of cataloging systems and storage. Understands 
the necessary hierarchy of documentation and has the ability to update all levels of documentation for 
synchronicity. Proficient in document processing software such as Microsoft Word. 

 
Minimum Years of Experience: Four years 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None 
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Approved Substitutions 
Education Minimum/General Experience 

Master’s Degree 2 years 
Doctorate Degree 0 years 

 

 
Threat Intelligence Analyst II 

 
Description: Responsible for performing threat intelligence analysis, reviewing logs and detecting threats and 

cybersecurity risks. 
 

Persons involved in this specialty perform the following tasks: Evaluate the rigorous application of 
cybersecurity policies, principles, and practices in the delivery of threat intelligence services. Identify, plans, 
and document improvements to threat intelligence controls and TTPs currently in place, based on test event 
results. Develop and document recommendations and courses of action (COAs) to solve complex threat 
intelligence problems. Provide recommendations to implement improved operational structures and processes 
to ensure an effective threat intelligence program, including boundary defense, incident detection, and 
response. May supervise others. 

 

Knowledge, Skills and Abilities: Ability to perform threat intelligence analysis, log review and detection of 
threats and cybersecurity risks. A strong understanding of the current threat landscape including the latest 
tactics, tools, and procedures, common malware variants, and effective techniques for detecting this malicious 
activity. 

 
Minimum Years of Experience: Four years 

 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, 
Engineering, Business, Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH 
or CTIA, or equivalent from cybersecurity product 

specific certifications 

8 years 

Associate’s Degree and Certified as CEH or CTIA 
or equivalent from cybersecurity product specific 

certifications 

6 years 

Master’s Degree 2 years 
Doctorate Degree 0 years 

 

Security Controls Assessment Analyst IV (NITAAC Senior) 
 

Description: Possesses knowledge of information assurance and security standards. Critical in the 
development and implementation of information assurance/security standards and procedures. 

 

Persons involved in this specialty perform the following tasks: Responsible for the coordination, 
development, and evaluation of organizational security programs. Uses customer requirements to recommend 
appropriate information assurance and security solutions. Utilizes the analysis of user, policy, regulatory, and 
resource demands to establish and satisfy information assurance and security requirements. Responsible for 
the design, development, engineering, and implementation of solutions that meet security requirements. 
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Utilizes experience of dedicated special purpose systems requiring specialized security features and 
procedures, and to government and commercial common user systems. Supports the analysis and definition 
of security requirements for computer systems which may include mainframes, workstations, and personal 
computers. Responsible for the analysis of general information assurance-related technical problems and the 
provision of basic engineering and technical support for the identified solution. Provides integration and 
implementation of the computer system security solution. Performs vulnerability/risk analyses of computer 
systems and applications during all phases of the system development life cycle. May supervise others. 

 
Knowledge, Skills and Abilities: Prior experience with setting up security controls and standards like FISMA, 

FedRAMP, and NIST. Possesses excellent oral and written communication skills. 
 

Minimum Years of Experience: Eight years 
 

Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

QA/QC/Security Test Engineer/Analyst III 
 

Description: Responsible for the testing and evaluation of hardware and/or software development. 
Responsible for development and documentation of cybersecurity test plans and procedures to include threat 
analysis, conducting of cybersecurity testing, and evaluation of and documentation of cybersecurity and threat 
results. Ensures automated cybersecurity test scripts are robust and can be used across multiple areas with 
similar test requirements. Works closely with the QA team to identify mobile device or app-related 
cybersecurity issues, and update automated test scripts accordingly. Evaluates current cybersecurity data 
collection and testing processes to identify process improvement. 

 

Persons involved in this specialty perform the following tasks: Oversee and validate the development, 
implementation, and maintenance of cybersecurity quality assurance/configuration management programs in 
support of a variety of software, hardware, and services. Establish standards for life cycle, documentation, 
development methods, testing and maintenance of cybersecurity procedures and standards. Develops and 
defines major and minor characteristics of cybersecurity quality/configuration management (including metrics 
and scoring parameters) and determines requisite cybersecurity quality control/configuration management 
resources for an actual task order. Conducts or participates in formal and informal cybersecurity process 
reviews at predetermined points throughout the system life cycle. Serve as liaison between Program 
Management and other functional groups to resolve issues regarding cybersecurity quality 
assurance/configuration management. Reviews and evaluates cybersecurity software products and services  
for adherence to government directives, standards, and guidelines. May provide task direction and guidance to 
less experienced team members. May supervise others. 

 

Knowledge, Skills and Abilities: Ability to test and evaluate cybersecurity hardware and/or software 
development. Understands cybersecurity testing scenarios and use cases, and is experienced in the 
development and documentation of cybersecurity test plans and procedures. Understands a variety of the 
cybersecurity field’s concepts, practices, and procedures. Possesses excellent oral and written communication 
skills. 
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Minimum Years of Experience: Six years 
 

Minimum Education: Bachelor’s degree in computer science, information systems, Engineering, Business or 
other related scientific or technical discipline. 

 
Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 
 

Risk and Vulnerability Assessment (RVA) Team IV - Subject Matter Expert (SME) 
 

Description: Provide analysis and design policies for risk and vulnerability assessments. Subject Matter 
Expert on RVA and associated requirements. Must have experience with cloud technologies like AWS and 
Azure. 
Persons involved in this specialty perform the following tasks: Provides analysis on RVA requirements 
for cybersecurity information technology systems. Designs policies that satisfy complex system-wide RVA 
requirements based upon custom analysis of client requirements. Develops and implements solutions that 
meet Federal requirements and are consistent with best practices. Applies experiences resolving common 
RVA issues and mentor junior engineers on the development of RVA policies. Develops and oversees the 
development of RVA documentation and artifacts. Conducts meetings with key stakeholders to facilitate the 
development of RVA artifacts. Leads variety of cybersecurity domains, including information assurance, 
certification and accreditation, and cybersecurity engineering (risk/vulnerability assessment, threat analysis, 
etc.). May supervise others. 

 
Knowledge, Skills and Abilities: Expert working knowledge of the following security frameworks: FIPS, 
Common Criteria, FISMA, FEDRamp, NIST Instructions, DHS standards, DoD STIGs and DoD UCR 
Cybersecurity requirements. Possess expert level knowledge with extensive hands-on implementation and 
working experience with the following cybersecurity concepts, features and tools: PIV/CAC Multi-factor 
Authentication, PKI/OCSP/CRL using X. 509 certificates, FIPS 140-2 cryptography, AAA methods and non- 
repudiation, information system auditing, IA scanning tools such as ACAS/NESSUS, SCAP, Retina, NMAP , 
evaluation of IAVA and CVE vulnerabilities, Red Hat 5/6/7 and Microsoft Windows security hardening. 
Possesses excellent oral and written communication skills. 

 

Minimum Years of Experience: Eight years 

 
Minimum Education: Bachelor’s degree in computer science, information systems, Engineering, Business or 
other related scientific or technical discipline. 

 
Highly Desirable: None. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s Degree 6 years 
Doctorate Degree 4 years 

 

 
Security Analyst III 

 
Description: The Security Analyst will be accountable for leading organizational security programs to achieve 
compliance with Risk Management Framework (RMF). Oversee the processes and results received through 
the Security Operations Center (SOC) services such as security monitoring and analysis, traffic analysis, 
incident response and coordination, penetrating testing, anti-virus management, intrusion detection and 
prevention, and information sharing. Acts as escalation point for all security issues. This position works closely 
with technology, applications staff and vendors to access and monitor all IT solutions. 

 
Persons involved in this specialty perform the following tasks: Analyze and define the seven-step RMF 
including preparation of information security categorization. Control the selection, implementation, and 
assessment of security RMF. Oversee system and common control authorizations and continuous monitoring. 
Ensure SOC services are complete, to include security monitoring and analysis, traffic analysis, incident 
response and coordination, penetrating testing, anti-virus management, intrusion detection and prevention, and 
information sharing. Understand and provide resolution for all escalated security issues. May supervise  
others. 

 

Knowledge, Skills and Abilities: Knowledgeable in RMF and SOC processes and services. Experienced in 
the implementation, maintenance, and results received for services such as security monitoring and analysis, 
traffic analysis, incident response and coordination, penetrating testing, anti-virus management, intrusion 
detection and prevention, and information sharing. May have experience in one or more of the following: digital 
signatures, encryption, public key and certification management, cross certification of public key systems, and 
directories. 

 

Minimum Years of Experience: Six years 
 

Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

10 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 
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Senior Systems Architect III (NITAAC Security Architecture support - (Senior)) 
 

Description: The Systems Architect designs and develops solutions to complex applications problems, 
system administration issues, or network concerns. Analyzes science, engineering, business, all other data 
processing problems for application to electronic data processing systems, user requirements, procedures, 
and problems to automate or improve existing systems and review computer system capabilities, workflow, 
and scheduling limitations. Incorporates engineering strategies for introducing new technology into customer's 
infrastructure related business processes, namely, Collection, Analysis, Production and Dissemination. 
Develops future technology and architectural advancements to support CIO architectural strategy, technology 
migration, and integration and evolution. 

 
Persons involved in this specialty perform the following tasks: Provide high-level architectural expertise  
to managers and technical staff. Responsible for the development of architectural products and deliverables   
for the enterprise and operational business lines. Oversees the development of strategy of system and the 
design infrastructure necessary to support that strategy. Provides expert knowledge on the selection of 
technological purchases with regards to processing, data storage, data access, and applications development. 
Responsible for the establishment of standards for the client/server relational database structure for the 
organization (SQL, ORACLE, SYBASE, etc.). Critical advisor for feasibility of potential future projects to 
management. May supervise others. 

 

Knowledge, Skills and Abilities: Have the ability to perform systems management and integration functions. 
Possesses knowledge of enterprise IT needs to design improved processes, generate valid requirements, and 
ensures these are consistent with the CIO enterprise technical architecture. 

 
Minimum Years of Experience: Six years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

10 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 

Computer Security Systems Specialist III (Pen Test) 
 

Description: Protects system by defining access privileges, control structures, and resources. Recognizes 
problems by identifying abnormalities; reporting violations. Upgrades system by implementing and 
maintaining security controls. 

 
Persons involved in this specialty perform the following tasks: Leads tactical and operational security 
delivery for Executive Protection, Security for Special Events programs, and Threat Management. Provides 
guidance and interpretation about security standards, practices and programs to support Executive, Special 
Events Security, and Threat Management on a global level. Develops tailored training and audit programs to 
facilitate consistent quality program delivery. Assesses security exposures and implements programs to 
address them, consulting stakeholders and clients as required. Maintains data and utilizes performance 
intelligence to assess program ROI, calibrate direction and demonstrate value to clients. Manages operational 
budgets, financial reporting and 3rd party vendor contracts for area of responsibility. Maintain liaison with 
government, industry, and intelligence professionals. Coordinates response to security emergencies. Oversee 
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investigations and management of threats directed toward CEO and its Executive Management Team. 
Conduct audits, security assessments and research to identify vulnerabilities, process deficiencies, areas of 
improvement and efficiency in executive protection. Researches, compiles, analyzes, and disseminates crime 
and threat intelligence and information in preparation for an EP trip or in support of an EP trip. Compiles and 
distributes trend analysis reports, as necessary. Assists in maintaining, populating, and evaluating intelligence 
databases and trip folders. Assist manager with special projects as directed. Supports the broader security 
team during times of emergencies and other events. Support and improve the standard operating procedures 
for the Protective Services Team and the supporting procedures within Corporate Security. Provide current 
and accurate information on emerging events and trends that could impact Sprint. This reporting would be both 
in response to inquiries and proactively in support of the Protective Services team. 

 
Knowledge, Skills and Abilities: Serve as liaison to outside sources and entities to proactively receive 
and/or improve criminal and threat activity/data streams. Understand the complexities of Sprint operations and 
be able to communicate effectively across multiple lines of business. May supervise others. 

 

Minimum Years of Experience: Six years 
 

Minimum Education: Bachelor's degree in Engineering, Computer Science, Mathematics, Physics or related 
technical discipline. Knowledgeable in penetration testing software such as Nessus, Nmap, and BurpSuite. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
Master’s Degree 4 years 

Doctorate Degree 2 years 
Vulnerability Management Analyst III 

 

Description: The Vulnerability Management Specialist will provide cyber security alerts and bulletins. They will 
track and report compliance to management. They will continually identify and implement measurable and 
proactive processes that secure Oss, applications, and HW Patch management. Ensure the continued 
operation of the systems that protect a client’s network against unauthorized access, modification of data, and 
malicious activity. These systems require continuous management and monitoring to ensure they are 
functioning as expected and to analyze and respond to alerts as they occur. 

 

Persons involved in this specialty perform the following tasks: Engage in Regulatory Security Risk 
Assessments and audits. Conduct internal Risk Assessments by analyzing Threats Event Frequency, 
Vulnerability, and Loss Magnitude in determining risk. Conduct Third party risk assessments in deriving 
Residual risk. Develop Risk management policies and procedures that aligns with international standards. 
Performs data gathering, research, and analysis while conducting threat, vulnerability, risk, and maturity 
assessments. May apply critical thinking, conduct gap analysis, and develop implementation plans for the 
improvement of the risk management-related program. May supervise others. 

 
Knowledge, Skills and Abilities: Ability to analyze scan results and engage with stakeholders to resolve 
identified vulnerabilities; document exceptions, and false positives. Communicate appropriate vendor and scan 
system recommended solutions as part of comprehensive remediation solutions. Possess strong 
communication skills to ensure remediation efforts are consistent with policy and escalate instances of 
noncompliance. Experience operating vulnerability and compliance scanning tools such as WebInspect, 
Tenable Nessus Security Center, Tripwire, etc. 

 
Minimum Years of Experience: Six years 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
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Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
Master’s Degree 4 years 

Doctorate Degree 2 years 
 
 

Penetration Testing Analyst I 
Description: Possesses knowledge of industry-standard penetration testing components and processes 
including: reconnaissance, scanning, ranking/scoring vulnerabilities, selecting targets for exploit, escalation of 
privilege, removal of exploits/restoration of exploited targets, and reporting. Has knowledge of penetration 
testing applications or processes. 

 
Persons involved in this specialty perform the following tasks: Assists more experienced analysts in 
analyzing and defining security requirements. Assist in performing risk analysis and security audit services and 
in developing analytical reports. Emulates adversarial cyber activities to identify weaknesses, enumerate 
vulnerabilities, and assess the overall security posture of customer networks and information systems. Assists 
with the selection of cost-effective security controls to mitigate risk. Perform web application, mobile   
application and network penetration tests. 

 

Knowledge, Skills and Abilities: Ability to perform penetration testing on infrastructure and applications. 
Familiarity with various software like Nessus, BurpSuite and Qualys. Ability to create vulnerability assessment 
reports. Possesses excellent oral and written communication skills. 

 

Minimum Years of Experience: Two years 
 

Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
Master’s Degree 0 years 

Doctorate Degree 0 years 
 
 

Penetration Testing Analyst II 
Description: Possesses knowledge of industry-standard penetration testing components and processes 
including: reconnaissance, scanning, ranking/scoring vulnerabilities, selecting targets for exploit, escalation of 
privilege, removal of exploits/restoration of exploited targets, and reporting. Has knowledge of penetration 
testing applications or processes. 

 

Persons involved in this specialty perform the following tasks: Perform infrastructure and application 
penetration tests, as well as physical security review and social engineering tests. Performs risk analysis and 
security audit services, developing analytical reports as required. Emulates adversarial cyber activities to 
identify weaknesses, enumerate vulnerabilities, and assess the overall security posture of customer networks 
and information systems. Assists with the selection of cost-effective security controls to mitigate risk. May 
supervise others. 
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Knowledge, Skills and Abilities: Ability to perform penetration testing on infrastructure and applications. 
Familiarity with various software like Nessus, BurpSuite and Qualys. Ability to create vulnerability assessment 
reports. Possesses excellent oral and written communication skills. 

 
Minimum Years of Experience: Four years 

 

Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Highly Desirable: None. 

 
Approved Substitutions 

Education Minimum/General Experience 
Master’s Degree 2 years 

Doctorate Degree 0 years 
 

SPECIAL ITEM NUMBER 54151HACS 
HIGHLY ADAPTIVE CYBERSECURITY SERVICES (HACS) 

APPROVED HOURLY RATES 
 

 
 

SERVICE 
(LABOR CATEGORY) 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 12 MAR 19 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Cybersecurity Analyst $63.84 $65.18 $66.55 $67.95 $69.37 
Cybersecurity Architect $131.67 $134.43 $137.26 $140.14 $143.08 
Cybersecurity Engineer I $48.88 $49.90 $50.95 $52.02 $53.11 
Cybersecurity Engineer II $69.82 $71.29 $72.79 $74.32 $75.88 

 
 

 
 

SERVICE 
(LABOR CATEGORY) 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 31 JAN 20 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Computer Security 
Systems Specialist Level 
III (Pen Test) 

 

$71.22 
 

$71.38 
 

$72.88 
 

$74.41 
 

$75.98 

Cyber Hunt Team IV – 
Principal 

$135.98 $136.29 $139.15 $142.08 $145.06 

Cyber Hunt Team IV - 
Subject Matter Expert 
(SME) 

 

$131.72 
 

$132.02 
 

$134.79 
 

$137.62 
 

$140.51 

Cyber Support III $84.45 $84.64 $86.42 $88.23 $90.09 
Cyber Support IV $110.90 $111.16 $113.49 $115.87 $118.31 
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SERVICE 
(LABOR CATEGORY) 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 31 JAN 20 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Cybersecurity Engineer IV 
(NITAAC Security 
Engineer - Lead) 

 

$123.11 
 

$123.39 
 

$125.98 
 

$128.63 
 

$131.33 

Cybersecurity Engineer ll 
(NITAC Security Engineer 
- Senior) 

 

$102.76 
 

$103.00 
 

$105.16 
 

$107.37 
 

$109.62 

Database Administrator III $90.55 $90.76 $92.67 $94.61 $96.60 
Documentation Specialist 
II 

$63.08 $63.23 $64.55 $65.91 $67.29 

Incident Detection / 
Response Analyst IV 

$134.30 $134.61 $137.44 $140.32 $143.27 

Incident Detection / 
Response Manager IV - 
Lead 

 

$80.38 
 

$80.56 
 

$82.25 
 

$83.98 
 

$85.74 

Incident Response IV 
Team - Principal 

$97.67 $97.90 $99.95 $102.05 $104.20 

Information 
Assurance/Security 
Specialist II 

 

$91.57 
 

$91.78 
 

$93.71 
 

$95.67 
 

$97.68 

Information 
Assurance/Security 
Specialist III 

 

$121.07 
 

$121.35 
 

$123.90 
 

$126.50 
 

$129.16 

Information 
Assurance/Security 
Specialist IV 

 

$138.37 
 

$138.69 
 

$141.60 
 

$144.57 
 

$147.61 

Penetration Testing 
Analyst I 

$93.60 $93.82 $95.79 $97.80 $99.85 

Penetration Testing 
Analyst II 

$99.71 $99.94 $102.04 $104.18 $106.37 

Penetration Testing 
Analyst III (NITAAC 
Computer Security 
Systems Specialist I) 

 
$103.78 

 
$104.02 

 
$106.20 

 
$108.43 

 
$110.71 

Penetration Testing IV - 
Manager/Lead (NITAAC 
Computer Security 
Systems Specialist II) 

 
$127.18 

 
$127.47 

 
$130.15 

 
$132.88 

 
$135.67 

QA/QC/Test 
Engineer/Analyst III 

$69.19 $69.34 $70.80 $72.29 $73.81 

Risk and Vulnerability 
Assessment (RVA) Team 
IV - Subject Matter Expert 
(SME) 

 
$155.67 

 
$156.02 

 
$159.30 

 
$162.65 

 
$166.06 

Security Analyst III $90.55 $90.76 $92.67 $94.61 $96.60 
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SERVICE 
(LABOR CATEGORY) 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 
APPROVED 
GSA PRICE 

WITH IFF 

 31 JAN 20 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Security Controls 
Assessment Analyst IV 
(NITAAC Senior) 

 

$99.71 
 

$99.94 
 

$102.04 
 

$104.18 
 

$106.37 

Security Operations 
Center (SOC) Analyst IV 

$98.69 $98.92 $101.00 $103.12 $105.28 

Security Operations 
Center (SOC) Analyst II 

$120.06 $120.33 $122.86 $125.44 $128.07 

Senior Systems Architect 
III (NITAAC Security 
Architecture Support – 
(Senior)) 

 
$109.88 

 
$110.14 

 
$112.45 

 
$114.81 

 
$117.22 

Software Developer III $97.67 $97.90 $99.95 $102.05 $104.20 
Threat Intelligence Analyst 
I 

$69.19 $69.34 $70.80 $72.29 $73.81 

Threat Intelligence Analyst 
II 

$76.31 $76.48 $78.09 $79.73 $81.40 

Threat Intelligence IV – 
Manager/Lead 

$131.25 $131.55 $134.31 $137.13 $140.01 

Vulnerability Management 
Analyst III 

$153.63 $153.99 $157.22 $160.52 $163.89 

 

SPECIAL ITEM NUMBER 54151S 

INFORMATION TECHNOLOGY PROFESSIONAL SERVICES 
APPROVED HOURLY RATES 

Senior ABAP Developer 
 

Minimum Years of Experience: 6 years. 

 
Functional Responsibilities: The Senior ABAP manages design, development and implementation of ABAP 
projects. Conducts defect analysis and perform necessary fixes and enhancements. Reviews and revises 
technical designs to meet ABAP project requirements. Recommends process improvements to achieve  
project goals. Provides technical and functional guidance to other staffs. Provides high quality customer 
support throughout the project. Collaborates with functional owners, architects and other personnel to develop 
dynamic and flexible systems to meet the emerging demands of the market. Assists in unit testing of ABAP 
programs. Reviews program codes and correct ABAP program errors. Maintains and updates existing   
program codes as needed. Develops technical specifications and estimations for assigned projects. Works in 
compliance with the programming and documentation standards. Ensures project completion within the allotted 
timelines. Troubleshoots production problems in a timely manner. Knowledge and experience           
developing RICEFW objects, ABAP webdynpro apps, FIORI apps. Strong experience in end user/ business 
requirement analysis, SAP app development, and in writing technical specs for RICEFW development, 
configuration, end-to-end app testing, data analysis, data architecture, data mining, data warehousing and 
mass data cleansing in SAP ECC System. Must be knowledgeable of a variety of the field's concepts, 
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practices, and procedures.  Knowledge and experienced in Charm process on SAP Solution Manager. 
Experienced with Agile Methodology. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in SAP 
ABAP 

10 years 

Associate’s Degree and Certificate in SAP ABAP 8 years 
Master’s degree 4 years 
Doctorate degree 2 years 

 

AWS Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The AWS Engineer works with other developers to plan project sprints and 
deliver solutions for business requirements (user stories). Develops applications using OOD methodology, 
Java, XML, J2EE (JMS, Servlet, JDBC) and open source frameworks such as Spring and Hibernate. 
Optimizes the code on services like SOAP & REST API’s, Security/SSO for better performance and 
connectivity to interact third party services. Develops web-based User Interfaces Using HTML/CSS, CSS3, 
JQuery, cross-browser compatibility, Web User Interface Design (UI), Java Script, JSF2, PrimFaces, 
BootFaces and API’s with maintaining 508 compliance. Involved in coding and unit testing of application and 
Root Cause Analysis for different environment Issues with help of tools such as IBM RTC, watchers and 
debuggers. Works on full life cycle of application/system development and use dynamic analysis tools and 
static code to identify and reduce security vulnerabilities and coordinates with database team to optimize the 
performance and fix database migration issues. Involved in developing, enhancing, deploying, monitoring and 
logging of the application on different servers like RedHat JBOSS, cloud servers i.e. AWS for better support. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Expertise in Windows 
operating systems. Expertise in network architecture, including load-balancing, DNS, BGP, IPSec, VPNs, and 
active-active/multi-homed data centers. Expertise in security best practices and use of firewalls, IPS/IDS, 
encryption, and incident response. Experienced in AWS CloudFormation, AWS EC2, VPC, ELB, CloudWatch, 
Redshift, S3 and similar technologies. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and AWS Certified 
Associate 

8 years 

Associate’s Degree and AWS Certified Associate 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 
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AWS Linux Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The AWS Linux Engineer installs and monitors Unix/Linux open-source 
operating systems and caters to the client’s needs in this environment. Understands how the hardware of 
Linux OS works and is knowledgeable about Storage Area Networks (SAN) servers. Resolves user issues, 
addresses change management requests, and identifies potential issues by implementing protective 
measures. Automates work procedures by collaborating with others in the IT department. Knowledge of cloud 
computing and open source application suites, such as WordPress or Drupal. Must be knowledgeable of a 
variety of the field's concepts, practices, and procedures. Experience with Red Hat/CentOS Enterprise Linux 
and/or Amazon Linux. Experience with AWS base services such as EC2, S3, VPC, IAM and CloudWatch. 
Experience with AWS CloudFormation, Ansible and/or similar automation tools. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and AWS Certified 
Associate 

8 years 

Associate’s Degree and AWS Certified Associate 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 
 

B2B IT Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The B2B Engineer consults with the team to configure and maintain file 
transfer solutions. Collaborate with the groups when necessary to troubleshoot issue. Coordinate with 
external partners to establish B2B file transfer. Provide documentation of requirements, connection 
configurations, test plans etc. Analyzes and provides problem solutions for complex technical issues. 
Identifies potential improvements to increase the reliability, availability, supportability and performance of the 
file transfer infrastructure. Troubleshoots servers, load balancers and firewalls. Working experience with 
Connect Direct and Synchrony Gateway Interchange. Working with different shells, maintaining and creating 
Unix shell scripts. Strong written, verbal, analytical and organizational skills. Ability to multitask and provide 
expertise for multiple teams across concurrent project tasks. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification in 

Linux Administrator or AWS Certified Associate 
8 years 

Associate’s Degree and Certification in Linux 
Administrator or AWS Certified associate 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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Business Intelligence Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Business Intelligence Engineer gathers, analyzes and shares data to help 
business teams drive improvement in key business metrics, customer experience and business results. 
Design, develop and tests BI solutions utilizing Tableau, SAP Business Objects by creating dashboards. 
Implements user access controls and data security measures. Maintains documentation of processes, 
reports, applications, and procedures. Must be knowledgeable of a variety of the field's concepts, practices, 
and procedures. In depth knowledge of Oracle SQL Server, Tableau, SAS, Microsoft Power B.I. Tool and 
SQL Programming. Engineer must be competent in analyzing business models, able to transform multiple 
data sources within system using business intelligence principals. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified 
professional from SAP or Tableau or 

MicroStrategy 

 

4 years 

Associate Degree and Certified professional from 
SAP or Tableau or MicroStrategy 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

Business Intelligence Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Business Intelligence Engineer gathers, analyzes and shares data to help 
business teams drive improvement in key business metrics, customer experience and business results. 
Design, develop and tests BI solutions utilizing Tableau, SAP Business Objects by creating dashboards. 
Implements user access controls and data security measures. Maintains documentation of processes, reports, 
applications, and procedures. Must be knowledgeable of a variety of the field's concepts, practices,              
and procedures. In depth knowledge of Oracle SQL Server, Tableau, SAS, Microsoft Power B.I. Tool and   
SQL Programming. Engineer must be competent in analyzing business models, able to transform multiple  
data sources within system using business intelligence principals. Lead update meetings and work with teams 
to get appropriate time lines and provide status updates. May oversee the work of BI Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified 

professional from SAP or Tableau or 
MicroStrategy 

 

8 years 

Associate’s Degree and Certificate in and 
Certified professional from SAP or Tableau or 

MicroStrategy 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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Big Data Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Big Data engineer provides highly technical expertise and guidance in the 
use of database management systems. Designs, implements, and maintains databases with respect to access 
methods and time, device allocation, validation checks, file organization, indexing methods, protection and 
security, documentation, guidelines, and statistical methods. Establishes procedures for operation of the 
database and database management systems. Collects data elements and prepares database specifications. 
Develops, maintains, and controls the data dictionary. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. May include experience with database systems such as MS SQL  
Server, DB2, Sybase, Oracle, and Informix. May provide team leadership or consulting support on complex 
database tasks. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification with 
Cloudera or AWS or Horton Developer 

8 years 

Associate’s Degree and Certificate in Certification 
with Cloudera or AWS or Horton Developer 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

BODS Consultant 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The BODS Consultant is experienced in designing complex SAP Data 
Services job flows to / from SAP System Services and non-SAP systems. Strong ETL Knowledge with Real 
Time Jobs, Batch Jobs, Scheduling and Web Services and Deployment in Different Environments. Develops 
and executes advanced data profiling and data validation. Experienced with DI transforms such as Query, 
Validation, Case transforms. Participates actively in meeting requirements and gap analysis activities. 
Provides Production support and defect fixing on other environments. Deploys code across Dev, QA and 
Production environments using central repositories. Performs code and design review. Performs BODS and 
BO administration, user and access set up, and maintenance. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

SAP Data Services 
8 years 

Associate’s Degree and Certification from SAP 
Data Services 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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Build/Release Engineer 
 

Minimum Years of Experience: 4 years. 

 
Functional Responsibilities: The Build/Release Engineer is responsible for overseeing and ensuring timely 
software releases for organizations and may manage the software implementation process from development 
to execution. Build and release engineers program nightly builds, perform static code analysis, and oversee 
new software version releases. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. Strong experience building and troubleshooting issues with Java applications. Good knowledge 
of Linux and Shell, Powershell, Perl or Python scripting. Experience with multi-platform (Unix, Windows, etc.) 
build environments. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
AWS or Azure 

8 years 

Associate’s Degree and Certification from AWS or 
Azure 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

IT Business Analyst I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The IT Business Analyst is involved in evaluating IT business process, 
gathering requirements for IT Applications, uncovering areas of improvement and developing and 
implementing IT solutions. Conducts meetings and presentations to share ideas and findings. Performs IT 
requirement analysis, documenting and communicating the results of efforts. Performs user acceptance 
testing of software deliverables, developing project plans and monitoring. Defines the problem and develops 
IT system requirements and program specifications from which programmers prepare detailed flowcharts, 
programs, and tests. Closely coordinates with programmers to ensure proper implementation of program and 
system specifications. Must be knowledgeable of a variety of the IT concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 

PMI or CPRE or CFLBA or IIBA or CBAP 
4 years 

Associate’s Degree and Certificate from PMI or 
CPRE or CFLBA or IIBA or CBAP 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 
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IT Business Analyst II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The IT Business Analyst II is involved in evaluating IT business process, 
gathering requirements for IT Applications, uncovering areas of improvement and developing and 
implementing IT solutions. Conducts meetings and presentations to share ideas and findings. Performs IT 
requirement analysis, documenting and communicating the results of efforts. Performs user acceptance 
testing of software deliverables, developing project plans and monitoring. Defines the problem and develops 
IT system requirements and program specifications from which programmers prepare detailed flowcharts, 
programs, and tests. Closely coordinates with programmers to ensure proper implementation of program and 
system specifications. Work with upstream and downstream teams to resolve any defects. Must be 
knowledgeable of a variety of the IT concepts, practices, and procedures. May oversee the work of IT 
Business Analyst I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
PMI or CPRE or CFLBA or IIBA or CBAP 

8 years 

Associate’s Degree and Certificate from PMI or 
CPRE or CFLBA or IIBA or CBAP 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

IT Business Analyst III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The IT Business Analyst III is involved in evaluating IT business process, 
gathering requirements for IT Applications, uncovering areas of improvement and developing and 
implementing IT solutions. Conducts meetings and presentations to share ideas and findings. Performs IT 
requirement analysis, documenting and communicating the results of efforts. Performs user acceptance 
testing of software deliverables, developing project plans and monitoring. Defines the problem and develops 
IT system requirements and program specifications from which programmers prepare detailed flowcharts, 
programs, and tests. Closely coordinates with programmers to ensure proper implementation of program and 
system specifications. Must be knowledgeable of a variety of the IT concepts, practices, and procedures. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Lead update meetings 
and work with teams to get appropriate time lines and provide status updates. May oversee the work of IT 
Business Analyst I and II. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Certificate from PMI or CPRE or CFLBA or IIBA or 

CBAP 

 

10 years 

Associate’s Degree and Certificate in Certificate 
from PMI or CPRE or CFLBA or IIBA or CBAP 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 

 
Business Intelligence Analyst 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Business Intelligence Analyst provides researching and planning solutions 
for existing problems within the company. BI developers also are responsible for building OLAP, or online 
analytical processing. They also work with databases, both relational and multidimensional. Interact with 
industry leaders to identify business opportunities. Identifies new reporting techniques, data collection sources 
and constraints of developing business. Develops solutions to respond customer opportunities and issues. 
Maintains reporting system and business intelligence solutions. Coordinates ETL processes to retrieve data 
from Company data sources. Develops and maintains BI related documents. Provide BI user training on tool 
usage and reporting. Resolve production processing issues and failures. Contribute to BI technical design 
sessions and data modeling efforts. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
SAP or Microstrategy, Tableau or other relevant 

BI vendors 

 

8 years 

Associate’s Degree and Certification from SAP or 
Microstrategy, Tableau or other relevant BI 

vendors 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

IT Business Systems Analyst 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The IT Business Systems Analyst assesses computer infrastructure and 

program needs and determines which upgrades and installations will improve the efficiency in the workplace. 
Performs user acceptance testing of software deliverables. Understands software systems and coding. 
Defines project requirements and identifies milestones. Prepares technical reports by collecting, analyzing 
and summarizing information and communicating the results of efforts to the team. Closely coordinates with 
programmers to ensure proper implementation of program and system specifications. Must be knowledgeable 
of a variety of the field's concepts, practices, and procedures. 
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Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

AWS or Linux or other IT related Vendors 
8 years 

Associate’s Degree and Certification from AWS or 
Linux or other IT related Vendors 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Citrix Engineer 
 

Minimum Years of Experience: 4 years. 

 
Functional Responsibilities: The Citrix Engineer is Involved in helping lead the overall direction, 
development, enhancement and maintenance of the enterprise Citrix environment.  Involved in proactively 
monitoring and maintaining Citrix platforms. Provides troubleshooting and solutions to problems relating to the 
Citrix platform as they arise. Engineers solutions for new systems and enhancements to existing systems. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Able to provide all the 
necessary support for Citrix Infrastructure. Designs and implements platform security. Understands business 
and technical requirements to develop specific design specifications using Citrix, AWS cloud, Windows 
Servers, Active Directory, or other operating, network, and infrastructure systems. Must be knowledgeable of  
a variety of the field's concepts, practices, and procedures. Extensive and proven knowledge of Citrix 
technologies: XenApp, XenDesktop, Provisioning Services, Citrix NetScaler Gateway, Citrix UPM. Experience 
implementing, deploying, and supporting Citrix XenDesktop and Citrix Provisioning Services. Experience with 
Remote Access Technologies based on Citrix. Extensive and proven knowledge of Microsoft Technologies: 
Server 2008 & 2012, Windows 7 & Windows 8. Strong background with Roaming Profiles, Group Policy, MS 
SQL Server, IIS, Active Directory. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified Citrix 
Engineer 

8 years 

Associate’s Degree and Certified Citrix Engineer 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Senior Citrix Engineer 
 

Minimum Years of Experience: 8 years. 
 

Functional Responsibilities: The Citrix Engineer is Involved in helping lead the overall direction, 
development, enhancement and maintenance of the enterprise Citrix environment.  Involved in proactively 
monitoring and maintaining Citrix platforms. Provides troubleshooting and solutions to problems relating to the 
Citrix platform as they arise. Engineers solutions for new systems and enhancements to existing systems. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Able to provide all the 
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necessary support for Citrix Infrastructure. Designs and implements platform security. Understands business 
and technical requirements to develop specific design specifications using Citrix, AWS cloud, Windows 
Servers, Active Directory, or other operating, network, and infrastructure systems. Must be knowledgeable of  
a variety of the field's concepts, practices, and procedures. Extensive and proven knowledge of Citrix 
technologies: XenApp, XenDesktop, Provisioning Services, Citrix NetScaler Gateway, Citrix UPM. Experience 
implementing, deploying, and supporting Citrix XenDesktop and Citrix Provisioning Services. Experience with 
Remote Access Technologies based on Citrix. Extensive and proven knowledge of Microsoft Technologies: 
Server 2008 & 2012, Windows 7 & Windows 8. Strong background with Roaming Profiles, Group Policy, MS 
SQL Server, IIS, Active Directory. May oversee the work of Citrix Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Citrix Certified 
Associate or Professional 

12 years 

Associate’s Degree and Citrix Certified Associate 
or Professional 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 

Cloud Engineer I 
 

Minimum Years of Experience: 2 years. 

 
Functional Responsibilities: The Cloud Engineer is involved in the migration of existing Business  
Intelligence systems over to cloud. Involved in architecture and setup monitoring, alerts and automated 
deployments.  Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
Azure or AWS or Google or other Cloud providers 

4 years 

Associate’s Degree and Certificate from Azure or 
AWS or Google or other Cloud providers 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

Cloud Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Cloud Engineer is involved in the migration of existing Business 
Intelligence systems over to cloud. Involved in architecture and setup monitoring, alerts and automated 
deployments.  Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Lead 
update meetings and work with teams to get appropriate time lines and provide status updates. 
May oversee the work of Cloud Engineer I. 
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Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 

Azure or AWS or Google or other Cloud providers 
8 years 

Associate’s Degree and Certificate from Azure or 
AWS or Google or other Cloud providers 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Security Analyst 
 

Minimum Years of Experience: 2 years. 

 
Functional Responsibilities: Functional Responsibilities: The Security Analyst conducts cybersecurity 
assessments of threats and vulnerabilities, determining deviations from acceptable configurations or enterprise 
or local policy, assessing the level of risk, and developing and/or recommending appropriate               
mitigation countermeasures in operational and non-operational situations in support of project activities. 
Principal Duties and Responsibilities include: Provide technical expertise for identification, development and 
prioritization of cyberspace operations requirements, processes, procedures, and Governing directives; 
Analyze and develop evaluation criteria relative to the applicable cybersecurity orders and directives to the 
DOD community; Test and evaluate cyberspace operational architectures/processes based on the changing 
cyberspace environment; Develop recommended changes for appropriate Government review, validation, and 
prioritization; Analyze cyberspace TTPs, operating checklists, concept of operations documents, and other 
operating documents to identify areas for improvement. Must be knowledgeable of a variety of the field's 
concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

4 years 

Associate’s Degree and Certified as CEH, 
Licensed Penetration Tester or equivalent from 

cybersecurity product specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 
 

. 
Minimum Years of Experience: 8 years. 

 
Security Architect 

 

Functional Responsibilities: The Security Architect provides identification and reporting of detected events 
through persistent monitoring and analysis of I&W and AS&W indicators, dissemination and reporting 
(daily/weekly) of cybersecurity related activity. Principal Duties and Responsibilities include: Identification and 
management of network and system vulnerabilities and cybersecurity events; receipt, acknowledgement, 
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dissemination, tracking and reporting (daily/weekly) of Vulnerability Management (VM) alerts, vulnerability/risk 
management, vulnerability assessments, red/blue team events, security incidents and VM COP. Maintaining 
the security baseline of sites. Provides security certification test and evaluation of assets, vulnerability 
management and response, security assessments, and provides customer support and guidance. Responds 
to identified network cyber incidents; provides analysis, containment, and eradication of malicious code. 
Creates and disseminates AS&W to enterprise and CND-SP community. Conducts cyber trend analysis. 
CND/CI coordination and reporting to higher headquarters. Provides malware analysis. Tests, implements, 
deploys, maintains, and administers the infrastructure systems which are required to effectively manage the 
CND-SP network and resources (i.e., routers, firewalls, intrusion detection/prevention systems, and other CND 
tools as deployed within customers' enterprise). Support and/or perform global DoD inspections of Special 
Enclave (e.g., JWICS) services to ensure compliance to DoDI 8530 standards. Ensure compliance with DoDI 
8530 GENSER and Special Enclave standards, coordinate with functional leads, and provide inspection 
services across the enterprise on behalf of Special Enclave program manager. Ensure that the architecture  
and design of DoD information systems are functional and secure. As necessary, design and develops IA or IA 
enabled products, interface specifications, and approaches to secure the environment. Assess threats to the 
environment and provides input on the adequacy of security designs and architectures. Participate in risk 
assessment during the Certification and Accreditation process. Must be knowledgeable of a variety of the 
field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or CISSP or equivalent programs 

12 years 

Associate’s Degree and Certificate from AWS or 
Azure or CISSP or equivalent programs 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Security Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Security Engineer I provides technical assistance to one or more staff 
members, under general supervision, in the development of cybersecurity documentation, concept papers,   
and test plans in support of project activities. Principal Duties and Responsibilities include: Evaluate the 
rigorous application of cybersecurity policies, principles, and practices in the delivery of cybersecurity services; 
Identify, plans, and document improvements to security controls and TTPs currently in place, based on test 
event results; Develop and document recommendations and courses of action (COAs) to solve complex 
cybersecurity problems; Provide recommendations to implement improved operational structures and 
processes to ensure an effective cybersecurity program, including boundary defense, incident detection, and 
response. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or other cybersecurity product 

relevant certifications 

 

4 years 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

 
Security Engineer II 

 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Security Engineer II provides technical assistance to one or more staff 
members, under general supervision, in the development of cybersecurity documentation, concept papers,   
and test plans in support of project activities. Principal Duties and Responsibilities include: Evaluate the 
rigorous application of cybersecurity policies, principles, and practices in the delivery of cybersecurity services; 
Identify, plans, and document improvements to security controls and TTPs currently in place, based on test 
event results; Develop and document recommendations and courses of action (COAs) to solve complex 
cybersecurity problems; Provide recommendations to implement improved operational structures and 
processes to ensure an effective cybersecurity program, including boundary defense, incident detection, and 
response. Lead update meetings and work with teams to get appropriate time lines and provide status 
updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee 
the work of Security Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certificate from 
AWS or Azure or other cybersecurity product 

relevant certifications 

 

8 years 

Associate’s Degree and Certificate from AWS or 
Azure or other cybersecurity product relevant 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Data Analyst I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Data Analyst supports Information Technology system development, data 
mapping and data architecture implementation. Ensures data integrity and accuracy for key customer 
business processes. Creates reports and data sets for use by management. Supports design and conducts 
quantitative analysis for marketing, and customer acquisition initiatives. Identify, improve and implement 
validations, exception management and data synchronization routines for key customer operations processes. 
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Automates business processes and provide business process managers with accurate and timely data. Must 
be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

4 years 

Associate’s Degree and Certificate in Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Data Analyst II 
 

Minimum Years of Experience: 4 years. 

 
Functional Responsibilities: The Data Analyst supports Information Technology system development, data 
mapping and data architecture implementation. Ensures data integrity and accuracy for key customer 
business processes. Creates reports and data sets for use by management. Supports design and conducts 
quantitative analysis for marketing, and customer acquisition initiatives. Identify, improve and implement 
validations, exception management and data synchronization routines for key customer operations processes. 
Automates business processes and provide business process managers with accurate and timely data. Must 
be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the work of 
Data Analyst I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Database certification from Oracle, Microsoft or 

other relevant database vendors 

 

8 years 

Associate’s Degree and Certificate in Database 
certification from Oracle, Microsoft or other 

relevant database vendors 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

Data Analyst III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The Data Analyst supports Information Technology system development, data 
mapping and data architecture implementation. Ensures data integrity and accuracy for key customer 
business processes. Creates reports and data sets for use by management. Supports design and conducts 
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quantitative analysis for marketing, and customer acquisition initiatives. Identify, improve and implement 
validations, exception management and data synchronization routines for key customer operations processes. 
Automates business processes and provide business process managers with accurate and timely data. Leads 
update meetings and work with teams to get appropriate time lines and provide status updates. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the work of Data 
Analyst I and II. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Certificate in Database certification from Oracle, 

Microsoft or other relevant database vendors 

 

10 years 

Associate’s Degree and Certificate in Certificate in 
Database certification from Oracle, Microsoft or 

other relevant database vendors 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

Database Administrator I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: Under general direction, responsible for activities related to database 
administration. Ensures long-term requirements of database operations and administration are included in the 
overall database planning of the organization. Responsible for the installation, maintenance, configuration, and 
integrity of computer software. Implements database enhancements that will improve the reliability and 
performance of the system. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified DBA  
from Oracle or Microsoft or other database vendor 

specific certifications 

 

4 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 
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Database Administrator II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: Under general direction, responsible for activities related to database 
administration. Ensures long-term requirements of database operations and administration are included in the 
overall database planning of the organization. Responsible for the installation, maintenance, configuration, and 
integrity of computer software. Implements database enhancements that will improve the reliability and 
performance of the system. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. May oversee the work of Database Administrator I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

8 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Database Administrator III 

Minimum Years of Experience: 6 years. 

Functional Responsibilities: Under general direction, responsible for activities related to database 
administration. Ensures long-term requirements of database operations and administration are included in the 
overall database planning of the organization. Responsible for the installation, maintenance, configuration, and 
integrity of computer software. Implements database enhancements that will improve the reliability and 
performance of the system. Leads update meetings and work with teams to get appropriate time lines and 
provide status updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 
May oversee the work of Database Administrator I and II. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified DBA  
from Oracle or Microsoft or other database vendor 

specific certifications 

 

10 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 
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Database Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: Analyzes, compiles requirements, and develops database solutions for full- 
featured database systems and related tools; plans, designs, develops and modifies complex databases 
structures and database administration tools using current products and programming languages; collaborates 
with senior technical and user staff to complete projects. Knowledge of database concepts, processes, 
practices and procedures, concurrency control and transaction processing, object oriented and object relational 
databases, and network concepts, SQL, data modeling tools, and advanced database concepts                  
such as replication and parallel operations. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified DBA  

from Oracle or Microsoft or other database vendor 
specific certifications 

 

4 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Database Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: Analyzes, compiles requirements, and develops database solutions for full- 
featured database systems and related tools; plans, designs, develops and modifies complex databases 
structures and database administration tools using current products and programming languages; collaborates 
with senior technical and user staff to complete projects. Functions as a technical expert across multiple 
database projects. Knowledge of database concepts, processes, practices and procedures, concurrency 
control and transaction processing, object oriented and object relational databases, and network concepts, 
SQL, data modeling tools, and advanced database concepts such as replication and parallel operations. Lead 
update meetings and work with teams to get appropriate time lines and provide status updates. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee the work of 
Database Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified DBA  
from Oracle or Microsoft or other database vendor 

specific certifications 

 

8 years 

Associate’s Degree and Certified DBA from 
Oracle or Microsoft or other database vendor 

specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

DevOps Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: Implement and manage continuous delivery systems and methodologies on 
AWS. Work with Tools and technologies like Java, J2EE, Sprint, Oracle, PL/SQL, Postgress, Rest API, 
microservices. Define and deploy monitoring, metrics and logging systems on AWS. Implement systems that 
are highly available, scalable and self-healing on the AWS platform. Migrating an existing on-premises 
application to AWS. Implementing and controlling the flow of data to and from AWS. Must be knowledgeable 
of a variety of the field's concepts, practices, and procedures. Use AWS Cloudformation and AWS OpsWorks 
to deploy the infrastructure necessary to create development, test and production environments for software 
development projects. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
AWS or Azure or DevOps relevant certifications 

8 years 

Associate’s Degree and Certification from AWS or 
Azure or DevOps relevant certifications 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

ETL Developer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The ETL Developer is responsible for gathering requirements, design, 
development, testing, maintenance and support of complex data extracts, transforming and loading (ETL) 
programs. The Developer participates in design and analysis sessions with Architects to ensure flawless 
design.  Involved in Performance tuning and Unit testing of mappings. Documents all test procedures for 
systems and processes and coordinate with business analysts and users to resolve all requirement issues and 
maintain quality for same. Monitors all business requirements and validate all designs and schedule all ETL 
processes and prepare documents for all data flow diagrams. Experienced in data modeling, data mapping, 
data conversion and migration. Works on a wide variety of ETL tools. Experienced using transformations like 
Aggregators, Sorter, Lookups, Filters, Expression, Router, Joiner, Source Qualifier, Update Strategy, and 
Sequence Generator. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 
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 Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 

 

 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Informatica or SAP or Ab Initio or other ETL 
Vendor specific certifications 

 

8 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

ETL Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The ETL Engineer is responsible for the design, development, testing, and 
deployment of solutions using the latest tools and techniques. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Informatica or SAP or Ab Initio or other ETL 
Vendor specific certifications 

 

4 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

ETL Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The ETL Engineer is responsible for the design, development, testing, and 
deployment of solutions using the latest tools and techniques. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. Reviews other team member's 
code for correctness and quality. May oversee the work of ETL Engineer I. 
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 Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 

 

 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Informatica or SAP or Ab Initio or other ETL 
Vendor specific certifications 

 

8 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

ETL Engineer III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The ETL Engineer is responsible for the design, development, testing, and 
deployment of solutions using the latest tools and techniques. Responsible for designing, implementing, and 
maintaining ETL solutions using the latest in big data technologies. Collaborating with product teams to turn 
business requirements into technical specifications. Writing automated test scripts that power a continuous 
delivery pipeline. Refactoring and improving the existing code base for simplicity and clarity. Must be 
knowledgeable of a variety of the field's concepts, practices, and procedures. Reviews other team member's 
code for correctness and quality. Lead update meetings and work with teams to get appropriate time lines and 
provide status updates. May oversee the work of ETL Engineer II. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

10 years 

Associate’s Degree and Certification from 
Informatica or SAP or Ab Initio or other ETL 

Vendor specific certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 

 
 

HP Onsite Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The HP Onsite Engineer oversees plans for automated data processing 
systems from project inception to conclusion. Converts functional specifications to technical specifications. 
Analyzes user needs to determine requirements and conducts feasibility studies. Identifies resources required 
for each task. Researches developments in field of expertise and applies them to the client environment, 
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 including emerging technologies, lessons learned, best practices, and assessment methodologies. Interfaces 

 

 

with client personnel at all organizational levels. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified HP 
Onsite engineer 

8 years 

Associate’s Degree and Certified HP Onsite 
engineer 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Java Developer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Java Developer works with other developers to plan project sprints and 

deliver solutions for business requirements (user stories). Develops application using OOD methodology, 
Java, XML, J2EE (JMS, Servlet, JDBC) and open source frameworks such as Spring and Hibernate. 
Optimizes the code on services like SOAP & REST API’s, Security/SSO for better performance and 
connectivity to interact third party services. Develops web-based User Interfaces Using HTML/CSS, CSS3, 
JQuery, cross-browser compatibility, Web User Interface Design (UI), Java Script, JSF2, PrimFaces, 
BootFaces and API’s with maintaining 508 compliance. Involved in coding and unit testing of application and 
Root Cause Analysis for different environment Issues with help of tools such as IBM RTC, watchers and 
debuggers. Works on full life cycle of application/system development and use dynamic analysis tools and 
static code to identify and reduce security vulnerabilities and coordinate with database Team to optimize the 
performance and fix database migration issues. Involved in developing, enhancing, deploying, monitoring and 
logging of the application on different servers like RedHat JBOSS, cloud servers i.e. Amazon web server for 
better support. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified JAVA 

Developer 
8 years 

Associate’s Degree and Certified JAVA Developer 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 
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Java Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: Involved in building applications utilizing Java J2EE, Sprint, Hibernate, Struts 
framework. Build UI using Angular JS framework. Involved in developing, enhancing, deploying, monitoring 
and logging of the application on different servers like RedHat JBOSS, cloud servers i.e. Amazon web server 
for better support. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certified JAVA 

Developer 
4 years 

Associate’s Degree and Certified JAVA Developer 3 years 
Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Java Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: Involved in building applications utilizing Java J2EE, Sprint, Hibernate, Struts 
framework. Build UI using Angular JS framework. Involved in developing, enhancing, deploying, monitoring 
and logging of the application on different servers like RedHat JBOSS, cloud servers i.e. Amazon web server 
for better support. Lead update meetings and work with teams to get appropriate time lines and provide status 
updates. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. May oversee 
the work of Java Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified JAVA 
Developer 

8 years 

Associate’s Degree and Certified JAVA Developer 6 years 
Master’s degree 2 years 
Doctorate degree 0 years 

 

Senior Microsoft Engineer 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Senior Microsoft Engineer performs systems integration and support of 
Windows Server Domains, Microsoft Cloud Services (Azure/O365), VMware and Hyper-V Virtualized Platform, 
Storage Area Networks, and Firewalls. Performs client needs analysis, system audits, and system health 
checks. Involved in planning, design, and implementation of new technology solutions for clients. Creates and 
updates client and ticket information within the primary dispatch portal. Implements client projects        
including MS Domain and Active Directory Services, the deployment new storage arrays, networking 
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equipment, server hardware, VMware vSphere and/or MS Hyper-V platforms, firewalls, and data backup 
systems. Demonstrated exceptional knowledge of Windows Server Operating Systems and Services (Active 
Directory, Group Policy Objects, etc.).  Must be knowledgeable of a variety of the field's concepts, practices, 
and procedures. Knowledge of Network and Internet technologies: Email, DNS, DHCP, TCP/IP. Experienced 
with deploying Virtualization Technology (VMware or Hyper-V). 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Microsoft or VMWare 

8 years 

Associate’s Degree and Certification from 
Microsoft or VMWare 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Network Security Engineer 

Minimum Years of Experience: 8 years. 

Functional Responsibilities: The Network Security Engineer serves as the subject matter expert (SME) on 
shared security solutions. Continually accesses shared security controls for deficiencies and gaps. Proposes 
improvements to existing solutions and opportunities to fill gaps with new shared security solutions. Provides 
input to the vision for future shared security solutions. Tasks include IT compliance requirements, IT risk 
assessments, thereat analysis, incident response procedures, alternative approaches and cost comparisons 
for each security risk. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified CCNA or 
equivalent 

12 years 

Associate’s Degree and Certified CCNA or 
equivalent 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Programmer Analyst 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Programmer Analyst uses knowledge of management information systems 
and IT systems concepts and systems analysis or programming experience to assist in the design, 
development, documentation, and implementation of software applications. Must be knowledgeable of a  
variety of the field's concepts, practices, and procedures. 
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Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle Java or Microsoft.net or equivalent 
8 years 

Associate’s Degree and Certification from Oracle 
Java or Microsoft.net or equivalent 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Project Coordinator I 
 

Minimum Years of Experience: 2 years. 

 
Functional Responsibilities: The Project Coordinator creates and execute project work plans and revises as 
appropriate to meet changing needs and requirements. Performs user acceptance testing of software 
deliverables within the scope of the project. Identifies resources needed and assigns individual responsibilities. 
Manages day-to-day operational aspects of a project and scope. Reviews deliverables prepared                      
by team before passing to client. Must be knowledgeable of a variety of the field's concepts,                
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
PMI or ACI, ICAgile, Scaled Agile Academy, 

Scrum Alliance, IAPM 

 

4 years 

Associate’s Degree and Certification from PMI or 
ACI, ICAgile, Scaled Agile Academy, Scrum 

Alliance, IAPM 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Project Coordinator II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Project Coordinator II creates and execute project work plans and revises 
as appropriate to meet changing needs and requirements. Performs user acceptance testing of software 
deliverables within the scope of the project. Identifies resources needed and assigns individual 
responsibilities. Manages day-to-day operational aspects of a project and scope. Reviews deliverables 
prepared by team before passing to client. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
PMI or ACI, ICAgile, Scaled Agile Academy, 

Scrum Alliance, IAPM 

 

8 years 

Associate’s Degree and Certification from PMI or 
ACI, ICAgile, Scaled Agile Academy, Scrum 

Alliance, IAPM 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

 
Project Manager I 

 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Project Manager I creates and execute project work plans and revises as 
appropriate to meet changing needs and requirements. Performs user acceptance testing of software 
deliverables within the scope of the project. Identifies resources needed and assigns individual 
responsibilities. Manages day-to-day operational aspects of a project and scope. Reviews deliverables 
prepared by team before passing to client. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. May oversee the work of Project Coordinator I and II. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

PMI or ACI, ICAgile, Scaled Agile Academy, 
Scrum Alliance, IAPM 

 

4 years 

Associate’s Degree and Certificate Certification 
from PMI or ACI, ICAgile, Scaled Agile Academy, 

Scrum Alliance, IAPM 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 
 

Project Manager II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Project Manager II creates and execute project work plans and revises as 
appropriate to meet changing needs and requirements. Performs user acceptance testing of software 
deliverables within the scope of the project. Identifies resources needed and assigns individual responsibilities. 
Manages day-to-day operational aspects of a project and scope. Reviews deliverables prepared                      
by team before passing to client. Lead update meetings and work with teams to get appropriate time          
lines and provide status updates. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. May oversee the work of Project Coordinator I and II and Project Manager I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
PMI or ACI, ICAgile, Scaled Agile Academy, 

Scrum Alliance, IAPM 

 

8 years 

Associate’s Degree and Certification from PMI or 
ACI, ICAgile, Scaled Agile Academy, Scrum 

Alliance, IAPM 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 

 
Solutions Architect 

 

Minimum Years of Experience: 8 years. 
 

Functional Responsibilities: The Solution Architect is responsible for leading multiple project teams, 
reviewing existing business processes and establishing metrics to improve business processes, as well as 
supporting all architectural disciplines under their direction. Identify and select the best IT technical solutions 
and approaches to meet anticipated or actual Software application requirements. Lead Solution design and 
the development of key artifacts including but not limited to Software architectural models, process diagrams, 
concert of operation. Consults on the use of middleware platforms to facilitate the portability and scalability of 
applications. Designs, develops and communicates architectural policies, principles and standards for the 
enterprise. Manages, designs and develops architectural requirements. Provides architectural oversight to 
requirements effort. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

AWS or Azure or Oracle Java or Microsoft or 
other IT Vendor certifications 

 

12 years 

Associate’s Degree and Certification from AWS or 
Azure or Oracle Java or Microsoft or other IT 

Vendor certifications 

 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Systems Administrator 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Systems Administrator manages, directs and integrates the organization's 
networks in a multiple platform, protocol and operating systems environment. Plans, coordinates, implements 
and supports the LANIWAN hardware, software and Internet/intranet/Extranet integration and linkage. 
Research vendor products and recommends purchase, development or enhancement of network hardware, 
software and telecommunications. Establishes performance standards, policies and procedures. Coordinates 
systems training for users and system administrators. Knowledge of JavaScript, CORBA, PPTP and 
groupware products. Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 
Experienced with LAN/WAN/VPN and remote network technologies and protocols (such as, but not limited to, 
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TCP/IP, HTTP, FTP, Ethernet, token ring, ARCNET, HTML CGI, ATM, CDPD) routers, hubs and servers. 
Troubleshoots LANIWAN systems to maintain operational integrity and coordinates efforts with vendors for 
upgrades and network maintenance. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certifications from 
AWS, Microsoft, and any Network vendor 

associated certifications 

 

8 years 

Associate’s Degree and Certifications from AWS, 
Microsoft, and any Network vendor associated 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Test Automation Engineer I 

Minimum Years of Experience: 2 years. 

Functional Responsibilities: The Test Automation Engineer I analyzes the development and execution of a 

test program, including the test strategy, development of test cases, the implementation of test-driven 

development practices (TDD), and management and tracking of test and defect status. Implement test 

automation practices, including the development of the test automation framework. Utilizes testing workflow 

applications. Conducts performance and stress testing using automated tools. Work with the software 

development team to validate, document, test, and deploy applications. Demonstrate expertise in identifying 

and preventing defects in products and services on a continuous basis and work on the correction of any 

defects found with software engineers, system engineers, and DevOps engineers. Must be knowledgeable of 

a variety of the field's concepts, practices, and procedures. 
 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified in Oracle 
Java or Microsoft or equivalent developer related 

certifications 

 

4 years 

Associate’s Degree and Certified in Oracle Java 
or Microsoft or equivalent developer related 

certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 
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Test Automation Engineer II 

Minimum Years of Experience: 4 years. 

Functional Responsibilities: The Test Automation Engineer II analyzes the development and execution of a 
test program, including the test strategy, development of test cases, the implementation of test-driven 
development practices (TDD), and management and tracking of test and defect status. Implement test 
automation practices, including the development of the test automation framework. Utilizes testing workflow 
applications. Conducts performance and stress testing using automated tools. Work with the software 
development team to validate, document, test, and deploy applications. Demonstrate expertise in identifying 
and preventing defects in products and services on a continuous basis and work on the correction of any 
defects found with software engineers, system engineers, and DevOps engineers. Lead update meetings and 
work with teams to get appropriate time lines and provide status updates. Must be knowledgeable of a variety 
of the field's concepts, practices, and procedures. May oversee the work of Test Automation Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified in Oracle 
Java or Microsoft or equivalent developer related 

certifications 

 

8 years 

Associate’s Degree and Certified in Oracle Java 
or Microsoft or equivalent developer related 

certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Test Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The Test Engineer I tests and evaluates hardware and/or software 
development. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Prepares studies, plans, and analyses in support of the delivery order. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle, Microsoft or equivalent Database or 
Application development certifications 

 

4 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 



Page 88 of 127 

 
 

 

 

Test Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Test Engineer II tests and evaluates hardware and/or software 
development. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Prepares studies, plans, and analyses in support of the delivery order. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Work with upstream 
and downstream development teams to resolve the defects. Conducts testing to replicate any identified 
defects and demonstrates to the development team. Uses defect tracking system to track the defects and get 
updates from other test engineers and provide updates to the management. May oversee the work of Test 
Engineer I. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and Certification from 

Oracle, Microsoft or equivalent Database or 
Application development certifications 

 

8 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Test Engineer III 
 

Minimum Years of Experience: 6 years. 
 

Functional Responsibilities: The Test Engineer III tests and evaluates hardware and/or software 
development. This includes developing and documenting test plans and procedures, conducting testing, and 
evaluating and documenting results. Prepares studies, plans, and analyses in support of the delivery order. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Leads Defect update 
meetings and work with application teams to get appropriate time lines and provide status updates and set 
expectations to the management. May oversee the work of Test Engineer I and II. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certification from 
Oracle, Microsoft or equivalent Database or 

Application development certifications 

 

10 years 

Associate’s Degree and Certification from Oracle, 
Microsoft or equivalent Database or Application 

development certifications 

 

8 years 

Master’s degree 4 years 
Doctorate degree 2 years 
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Senior Tibco Developer 
 

Minimum Years of Experience: 8 years. 
 

Functional Responsibilities: The Senior Tibco Developer builds and codes applications and/or models  
using various computer programming languages.  Plans, develops, tests, and documents highly complex 
applications programs. Generates new code and corrects, converts, and/or modifies existing code to meet 
specifications.  Prepares detailed specifications from which code will be written. Confers with end-users to 
analyze specified methods and procedures, identify problems, and document specific requirements. Leads 
staff involved in writing and updating technical documentation such as users' manuals, product specifications, 
and training materials. Performs a variety of testing procedures on assigned products, analyzes test results, 
and corrects problems.  Prepares reports on analyses, findings, and project progress, and presents results to 
management and/or customer personnel. Serves as a customer interface to ensure problems are resolved and 
requirements are met in a timely manner. Performs research on emerging technologies to determine       
impact on application execution. Experienced with MS; IBM MQ, TIBCO EMS.  XML; Schemas, XSLT,  
JDOM. CI, Automated Builds - Jenkins. Linux/Unix/Solaris command line. Linux/Unix/Solaris system 
administration. Unix/Bash/Python scripting. TIBCO; BusinessWorks, BusinessEvents, ActiveSpaces. TCP/IP 
and networking understanding. Must be knowledgeable of a variety of the field's concepts, practices, and 
procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified 
professional from IBM MQ or Tibco middle ware 

12 years 

Associate’s Degree and Certified professional 
from IBM MQ or Tibco middle ware 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 
 

Tibco Engineer 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The Tibco Engineer evaluates, develops, designs, customizes, installs, 
configures, implements, supports and maintains key system software components for Tibco EMS, EMS 
appliance, Business Works (BW 5 & 6), Tibco Administrator, Hawk and Business Events environments. 
Performs application maintenance, to include debugging, installing new application releases, patching, 
creating and installing local routines. Develops, documents and maintains procedures for administering, 
maintaining, and supporting applications. Capacity planning and resource management for Web servers and 
Java Application servers. Implements procedures to ensure data integrity, configuration control, and systems 
reliability and availability. Designs and supports problem reporting, tracking, and analysis as requested. 
Identifies, conceptualizes, writes, documents, and implements UNIX shell, Perl, Windows Scripting, and 
additional programs necessary to monitor and administer the production application environment. 
Troubleshoot, resolve and provide root cause analysis for technical issues. Advanced knowledge and 
application of patch and upgrade procedures for system software. Monitors and maintain elements of software 
security. Administer, maintain, and support deployed applications. Implements and maintains system capacity 
and monitoring reports. Prepares activity and progress reports regarding the management of applications. 
Defines and implements system integrity policies and procedures. Exhibits excellent interdepartmental and 
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intradepartmental communication skills while managing all operations shift duties and procedures. Expected to 
use end to end methodologies when managing systems and applications. Function smoothly and efficiently in 
a team environment. Assist in determining root cause for service outages from an application perspective. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Experience with 
server/web-based/message-based apps/solutions/ tools using TIBCO BW, TIBCO EMS, TIBCO Hawk, IBM's 
WAS ND, IHS, Windows IIS, Oracle 11g, RT View, App Dynamics, SQL Developer. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certified 
professional from IBM MQ or Tibco middle ware 

8 years 

Associate’s Degree and Certified professional 
from IBM MQ or Tibco middle ware 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 

 
 

Senior Tibco Engineer 
 

Minimum Years of Experience: 8 years. 
 

Functional Responsibilities: The Tibco Engineer evaluates, develops, designs, customizes, installs, 
configures, implements, supports and maintains key system software components for Tibco EMS, EMS 
appliance, Business Works (BW 5 & 6), Tibco Administrator, Hawk and Business Events environments. 
Performs application maintenance, to include debugging, installing new application releases, patching, 
creating and installing local routines. Develops, documents and maintains procedures for administering, 
maintaining, and supporting applications. Capacity planning and resource management for Web servers and 
Java Application servers. Implements procedures to ensure data integrity, configuration control, and systems 
reliability and availability. Designs and supports problem reporting, tracking, and analysis as requested. 
Identifies, conceptualizes, writes, documents, and implements UNIX shell, Perl, Windows Scripting, and 
additional programs necessary to monitor and administer the production application environment. 
Troubleshoot, resolve and provide root cause analysis for technical issues. Advanced knowledge and 
application of patch and upgrade procedures for system software. Monitors and maintain elements of software 
security. Administer, maintain, and support deployed applications. Implements and maintains system capacity 
and monitoring reports. Prepares activity and progress reports regarding the management of applications. 
Defines and implements system integrity policies and procedures. Exhibits excellent interdepartmental and 
intradepartmental communication skills while managing all operations shift duties and procedures. Expected to 
use end to end methodologies when managing systems and applications. Function smoothly and efficiently in 
a team environment. Assist in determining root cause for service outages from an application perspective. 
Must be knowledgeable of a variety of the field's concepts, practices, and procedures. Experience with 
server/web-based/message-based apps/solutions/ tools using TIBCO BW, TIBCO EMS, TIBCO Hawk, IBM's 
WAS ND, IHS, Windows IIS, Oracle 11g, RT View, App Dynamics, SQL Developer. May oversee the work of 
Tibco Engineer. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
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Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate in 
Certified professional from IBM MQ or Tibco 

middle ware 

 

12 years 

Associate’s Degree and Certificate in Certified 
professional from IBM MQ or Tibco middle ware 

10 years 

Master’s degree 6 years 
Doctorate degree 4 years 

 

UI Engineer I 
 

Minimum Years of Experience: 2 years. 
 

Functional Responsibilities: The UI Engineer coordinates with a company’s engineering and design teams 
to both create the design mockups and write the actual code to make the website. Knowledgeable of coding 
languages such as HTML, CSS, and JavaScript. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. 

 

Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and undergone 
training in Graphics and UI related technologies 

4 years 

Associate’s Degree and undergone training in 
Graphics and UI related technologies 

3 years 

Master’s degree 0 years 
Doctorate degree 0 years 

 

UI Engineer II 
 

Minimum Years of Experience: 4 years. 
 

Functional Responsibilities: The UI Engineer coordinates with a company’s engineering and design teams 
to both create the design mockups and write the actual code to make the website. Knowledgeable of coding 
languages such as HTML, CSS, and JavaScript. Lead update meetings and work with teams to get 
appropriate time lines and provide status updates. Must be knowledgeable of a variety of the field's concepts, 
practices, and procedures. May oversee the work of UI Engineer I. 

 
Minimum Education: Bachelor's degree in Computer Science, Information Systems, Engineering, Business, 
Social Science, or other related analytical, scientific, or technical disciplines. 

 
Approved Substitutions 

Education Minimum/General Experience 
High School Diploma/GED and undergone 

training in Graphics and UI related technologies 
8 years 

Associate’s Degree and undergone training in 
Graphics and UI related technologies 

6 years 

Master’s degree 2 years 
Doctorate degree 0 years 
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System Engineer III 
 

Minimum Years of Experience: Six years 
 

Functional Responsibilities: The System Engineer will work with a development team and will engage with 
stakeholders and users of the systems. Performs technical planning, system requirements definition, system 
integration, verification and validation of requirements for technical designs, while also perform cost and risk 
analysis, and supportability and effectiveness analyses for total systems (to include web applications and 
software applications). Defines specifications that incorporate software, hardware, network and data 
requirements, technologies and analyzes and defines user requirements, procedures and problems. Develops 
solutions for the full system life cycle and ensures system designs are compatible with the architecture. 
Manages user and mission requirements ensuring accurate documentation, thorough evaluation and complete 
traceability from inception through closures. 
Responsible for performing, leading, and coordinating activities for the development of complex information 
technology systems and applications. Applies business process improvement practices to re-engineer 
methodologies, principles and business process modernization projects. Evaluates all hardware and software. 
Provides technical expertise. Leads in establishing standards for information systems procedures. Develops 
and applies organization-wide information models for use in designing and building integrated systems. 
Performs systems planning, performance management, capacity planning, testing and validation, 
benchmarking, information engineering, and systems engineering plans. Provides guidance and supervision 
to daily support staff. 
Ability to consult with stakeholders and users to gather requirements and user needs. Experience in creating 
tasks and user stories to fulfill feature development. Ability to expand or modify systems to serve new purpose 
or improve mission operations. Experience in the analysis and study of complex system requirement and/or 
solutions. Apply activity and data modeling, transaction work flow analysis, internal control and risk analysis, 
business method and performance measurement techniques. 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and Certificate from 
AWS or Azure or equivalent system level 
certifications (Linux/Network certifications) 

10 years 

Associate’s Degree and Certificate from AWS or 
Azure or equivalent system level certifications 

(Linux/Network certifications) 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 
 

Configuration Management IV 

Minimum Years of Experience: Six years 

Functional Responsibilities: Provide configuration/data management, data modeling and configuration 
control. May also perform software component configuration, analysis, software monitoring, and performance. 

 
Provide configuration/data management, data modeling and configuration control. May also perform software 
component configuration, analysis, software monitoring, and performance optimization. Provides 
technical/management leadership on major tasks, configuration, and technology assignments. Establishes 
goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and 
controls activities for a client to ensure that technical requirements are met. Interactions involve client 
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negotiations and interfacing with senior management. Decision making and domain knowledge may have a 
critical impact on overall project implementation. May supervise others. 

 
Ability to understand data models and data modeling software. Ability to understand configuration 
management software like SVN and GitHub. Experienced in IT Nexus configuration. Possesses excellent oral 
and written communication skills. 

 
Minimum Education: Bachelor’s degree in Computer Science, Information Systems, Engineering, Business, 

Social Science, or other related analytical, scientific, or technical disciplines. 
 

Approved Substitutions 
Education Minimum/General Experience 

High School Diploma/GED and AWS, Azure or 
other DevOps product relevant certifications 

10 years 

Associate’s Degree and AWS, Azure or other 
DevOps product relevant certifications 

8 years 

Master’s Degree 4 years 
Doctorate Degree 2 years 

 

SPECIAL ITEM NUMBER 54151S 
INFORMATION TECHNOLOGY PROFESSIONAL SERVICES 

APPROVED HOURLY RATES 
 

 
 

SERVICE 
(LABOR CATEGORY) 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

12 MAR 19 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

AWS Engineer $84.79 $86.57 $88.38 $90.24 $92.14 

AWS Linux Engineer $85.78 $87.58 $89.42 $91.30 $93.22 

B2B IT Engineer $79.80 $81.47 $83.19 $84.93 $86.72 
Big Data Engineer $81.79 $83.51 $85.26 $87.06 $88.88 
BODS Consultant $82.24 $83.97 $85.73 $87.53 $89.37 
Build and Release Engineer $81.99 $83.71 $85.47 $87.27 $89.10 
Business Analyst I $44.89 $45.83 $46.79 $47.77 $48.78 
Business Analyst II $67.83 $69.25 $70.71 $72.19 $73.71 
Business Analyst III $81.79 $83.51 $85.26 $87.06 $88.88 
Business Intelligence 
Analyst 

$79.80 $81.47 $83.19 $84.93 $86.72 

Business Intelligence 
Engineer I 

$89.77 $91.66 $93.58 $95.55 $97.56 

Business Intelligence 
Engineer II 

$84.29 $86.06 $87.86 $89.71 $91.59 

Business Systems Analyst $66.79 $68.19 $69.63 $71.09 $72.58 
Citrix Engineer $117.70 $120.17 $122.70 $125.27 $127.91 
Cloud Engineer I $45.88 $46.85 $47.83 $48.84 $49.86 
Cloud Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 
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SERVICE 
(LABOR CATEGORY) 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 12 MAR 19 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Cybersecurity Analyst $63.84 $65.18 $66.55 $67.95 $69.37 
Cybersecurity Architect $131.67 $134.43 $137.26 $140.14 $143.08 
Cybersecurity Engineer I $48.88 $49.90 $50.95 $52.02 $53.11 
Cybersecurity Engineer II $69.82 $71.29 $72.79 $74.32 $75.88 
Data Analyst I $43.89 $44.81 $45.75 $46.71 $47.69 
Data Analyst II $63.84 $65.18 $66.55 $67.95 $69.37 
Data Analyst III $77.80 $79.44 $81.11 $82.81 $84.55 
Database Administrator I $44.89 $45.83 $46.79 $47.77 $48.78 
Database Administrator II $67.83 $69.25 $70.71 $72.19 $73.71 
Database Administrator III $89.77 $91.66 $93.58 $95.55 $97.56 
Database Engineer I $46.88 $47.87 $48.87 $49.90 $50.95 
Database Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 
DevOps Engineer $80.80 $82.49 $84.23 $85.99 $87.80 
ETL Developer $82.79 $84.53 $86.30 $88.12 $89.97 
ETL Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
ETL Engineer II $68.83 $70.27 $71.75 $73.25 $74.79 
ETL Engineer III $80.80 $82.49 $84.23 $85.99 $87.80 
HP Onsite Engineer $89.57 $91.45 $93.38 $95.34 $97.34 
Java Developer $67.83 $69.25 $70.71 $72.19 $73.71 
Java Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
Java Engineer II $68.83 $70.27 $71.75 $73.25 $74.79 
Network Security Engineer $129.67 $132.40 $135.18 $138.01 $140.91 
Programmer Analyst $73.31 $74.85 $76.43 $78.03 $79.67 
Project Coordinator I $40.90 $41.76 $42.63 $43.53 $44.44 
Project Coordinator II $61.84 $63.14 $64.47 $65.82 $67.20 
Project Manager I $48.88 $49.90 $50.95 $52.02 $53.11 
Project Manager II $67.83 $69.25 $70.71 $72.19 $73.71 
Senior ABAP Developer $84.79 $86.57 $88.38 $90.24 $92.14 
Senior Citrix Engineer $101.74 $103.88 $106.06 $108.29 $110.56 
Senior Microsoft Engineer $84.79 $86.57 $88.38 $90.24 $92.14 

Senior Tibco Developer $129.67 $132.40 $135.18 $138.01 $140.91 

Senior Tibco Engineer $81.79 $83.51 $85.26 $87.06 $88.88 
Solutions Architect $132.17 $134.94 $137.78 $140.67 $143.62 
Systems Administrator $80.80 $82.49 $84.23 $85.99 $87.80 

Test Automation Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 

Test Automation Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 

Test Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 

Test Engineer II $66.83 $68.23 $69.67 $71.13 $72.62 

Test Engineer III $76.81 $78.42 $80.07 $81.75 $83.46 

Tibco Engineer $86.78 $88.60 $90.46 $92.36 $94.30 
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SERVICE 
(LABOR CATEGORY) 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 

APPROVED 
GSA PRICE 

WITH IFF 

 12 MAR 19 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

UI Engineer I $47.88 $48.88 $49.91 $50.96 $52.03 
UI Engineer II $67.83 $69.25 $70.71 $72.19 $73.71 

 

 

 

 

 
SERVICE 
(LABOR CATEGORY) 

APPROVED 
GSA PRICE 

WITH IFF 

APPROVED 
GSA PRICE 

WITH IFF 

APPROVED 
GSA PRICE 

WITH IFF 

APPROVED 
GSA PRICE 

WITH IFF 

APPROVED 
GSA PRICE 

WITH IFF 

31 JAN 20 
to 

11 MAR 20 

12 MAR 20 
to 

11 MAR 21 

12 MAR 21 
to 

11 MAR 22 

12 MAR 22 
to 

11 MAR 23 

12 MAR 23 
to 

11 MAR 24 

Configuration Management 
IV 

$106.83 $107.08 $109.32 $111.62 $113.96 

Systems Engineer III $96.66 $96.88 $98.91 $100.99 $103.11 
 

 


